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? TensorFlow Federated (TFF)

o open-source framework for machine learning and other computations on
decentralized data.

o TFF enables developers to simulate the included federated learning
algorithms on their models and data, as well as to experiment with novel
algorithms.

o TFF's interfaces are organized in two main layers:

0 Federated learning API:
This layer offers a set of high-level interfaces that allow developers to apply the included

implementations of federated training and evaluation to their existing TensorFlow
models.

O Federated Core API :
At the core of the system is a set of lower-level interfaces for concisely expressing novel
federated algorithms by combining TensorFlow with distributed communication
operators within a strongly-typed functional programming environment. This layer also
serves as the foundation upon which we've built Federated Learning.

There is something which is called as TensorFlow federated. This is a open source
framework for machine learning and other computations on decentralized data. So, you
are talking of TensorFlow federated, wherein you are using the concept of federated

learning and you are using TensorFlow along with it.

Now, TensorFlow Federated or TFF is going to enable developers to simulate the
federated learning algorithms on their models and data as well as to experiment with
novel algorithms. And TFF inferences are organized in two main layers ok. So, the idea
is that this TensorFlow federated when you talk about their interfaces are organized in
two main layers, one is called as the federated learning APl and another one is called as
federated core API.

Now, this basically means these application programming interfaces of TFF gives you
two levels of sophistication. This means the federated learning API is going to give you a
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set of high-level interfaces that allow the developers to apply the implementation of
federated learning which basically means you can do federated training and evaluation to

any of the existing TensorFlow models.

Whereas federated core API is the low-level interface for expressing these federated
algorithms by mixing TensorFlow with distributed communication operators. So, see try
understanding that we have told the difference between distributed deep learning and

federated deep learning to some extent.

Now, in case of distributed deep learning you are trying to distribute either your data or
model, in both these cases your data is actually with somebody else. In this scenario what
you want is, you do not want the data to go to somebody else, but the model one strain

could be used by other people right.

So, this is what is the difference between the distributed deep learning and federated
deep learning and since federated deep learning also involves distribution. So, there has

to be some communication operation which should happen ok.

And that communication operation between the various nodes ok has to be as a APl and
it basically would be something called as federated core API ok. So, today we will do
hands on TensorFlow federated and we will try to see four examples of it on Google
Colab and tomorrow we will actually go to NVIDIA FLARE which I told.

(Refer Slide Time: 03:46)

" NVIDIA FLARE :

o NVIDIA FLARE™ (NVIDIA Federated Learning Application Runtime
Environment) is a domain-agnostic, open-source, and extensible SDK for
Federated Learning.

o ltallows researchers and data scientists to adapt existing ML/DL
workflow to a federated paradigm and enables platform developers to
build a secure, privacy-preserving offering for a distributed multi-party
collaboration.
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| thought that we can discuss what NVIDIA FLARE is, but tomorrow itself when we
discuss this implementation that time if | take it that would be more better right.
Otherwise, | was thinking of covering this theory also today, but since we have got some

demos which you can do hands on on.

(Refer Slide Time: 04:11)

? TensorFlow Federated (TFF)

TFF concepts and APIs using practical examples:

o Federated Learning for Image Classification

o Federated Learning for Text Generation

« Tuning recommended aggregations for learning

« Federated Reconstruction for Matrix Factorization

L]

So, I will just go to the hands on portion for today and we will try to understand that how
TensorFlow federated ok could be used for image classification, text generation ok and
federated reconstruction for something called as matrix factorization. So, based on the
time ok | will start with image classification and then to text generation. If the time
permits | will try running through these two also, otherwise this link would be shared
with you so that you can do some hands on on your own right. So, let us try to go to

federated learning for image classification.
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So, so let us try to understand the context and then let us try to do this ah.
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So, let me just change the run time.
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So, here 1 will do this, do this and then | save this and then let us try to understand this.
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ensorflow_federated as tff
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So, these are certain initial environment setups which we need to do, which will actually

help us to set up the environment under tensorflow federated and then a synchronous 10
operation needs to be set up right.
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ng wheel for jax (setup.py) ... dane

hat are installed. This bet

O “load_ext tensorboard

isport collections
flow as tf
Flow_federated as tff

np. rando. seed(2)

tff. federated_cosputation(lasbda: 'Hello, Morld!')()

b'Hello, World!"

~ Preoarina the inout data

So, yeah so yes so now, there are some incompatibilities. So, let us not worry too much
about it because it is not going to affect our execution. So, that is why | am skipping this

and go to the next thing. So, yeah so this is basically a tensor board initialization.
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ensortlow as tf
mport tensorflow_federated as tff

np. randoa. seed ()
tf1.federated_cosputation{Lasda: ‘Hello, Norld!')()

@ bello, Norld!"

"+ Preparing the input data
Let's start with the data Le. a collection of data r
‘ypicallynonvid, which poses a unique setof challenges
Inorder to

TFF repository with a few datasets, includi MNIST that contains
a version of the original NIST dataset that has been re-processed using Leaf so that the data is keyed by the original witer of the
‘each writer has a unique style, this dataset exhibits the kind of non-..d. behavior expected of federated datasets.

Here's how we can load it

Then you are trying to import in various things like tensorflow federated as tff and this
computation of trying to just do some ‘Hello World’ type of stuff. So, that you know
everything is fine. So, this we have got it like this.
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In order o faciltate experimentation, we seeded the TFF repository with a few datasets, including a federated version of MNIST that contains
2 version of the original NIST dataset that has been re-processed using Leaf so that the data is keyed by the original writer of the digits. Since
‘each writer has a unique style, this dataset exhibits the kind of non-.i.d. behavior expected of federated datasets.

Here's how we can load t

14] emnist_train, esnist_test = tff.sisulation.datasets. esnist. load_datal)

Downloading ennist all.sqlite. Lzna: 100w NN 170507172/170587172 (00:27<00:09, 5860144.171/s]

The data sets retumed by load_data() f tff.sinulation. ClientDat

allows of
users, 1o construct a tf.data. Dataset that represents the data of a partcular user, and to query the structure of individual elements. Here's
how you can use this interface o explore the content o the data set. Keep in mind that whie this nterface allows you 10 Rerate over cients

ids, thisis only 2 feature of the y y,cient usedby
their caly purpose s to allow you to select subsets of the data for simulations.

egdN:
O lenlemnist_train.client_ids)

383 N

eanist_train.elesent_type_structure

Ordereddict([(*label’, TensorSpec(shape=(), dtype=tf.int32, name=None)),

i’
TensorSpec(shape=(28, 28), dtypestf.float32, nasestone)])

So, now let us try to start with the data right. So, you are supposed to be working with
something called as federated data. So, the data has to be you know split and it has to be
shared. So, we are trying to work on a Colab wherein you should have the feel of trying
to work with multiple users right. So, the federated data ok is typically a non-11D right.
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So, when you talk of non-1ID it is Independent Identical Distributed type of a random

variable basically ok or random data.

So, this is in terms of probabilities when you talk of 11D type of data set right. So, now,
we they have actually kept some TFF repository with few data sets and we are talking of
federated version of MNIST ok. That contains original MNIST data set and they have

reprocessed it using this leaf so that the data is keyed by the original writer of the digits.

And since each writer has a unique style, the data set exhibits the kind of non-11D
behavior expected of federated data sets. See the idea of having a non-l1ID type of a
behavior is that it should be not too much of independent identical distributed random
variables, but it should be like somewhat similar, right. You cannot have totally very non

I1D type of behavior.

So, what you can do is, once we go here we can actually load the tensorflow federated
data set which is mnist here ok. So, it is it will take some time does not matter, but yeah.
So, now, ok by the time its loading just let me tell you like how the simulation is done.
So, here you have got something called as client data right. So, this client data basically
is for a particular user ok some portion of this data set ok.

And to query the structure of individual elements you use this function ok. So, the idea is
that. So, client identities are not used by federated learning framework, the only purpose
is to allow you to select subsets of the data for simulation. So, please try understanding
that once you are able to know the client’s identity right then you can do many things

right.

But here the idea is the interface which is being developed or used ok is going to actually
iterate over the client ids ok. And you are trying to just get some information about the
feature of the simulation data right. So, that is what you are going to see here right.
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TensorSpec(shape=(28, 28), dtype=tf.float32, nasestone))])

17] exasple_dataset = esnist_train, create_tf_dataset_for_client(
esnist_train.client_ids[e])

exasple_elesent = next iter{exasple_dataset))

exasple_elenent " Label' ). nuapy ()

O from satplotlib isport pyplot as plt
plt. inshow(example_elesent | 'pixels'].numpy(), cuap='gray’, aspect='equal’)
plt.grid(False)
_ = plt.shou()

So, this is your data set. So, let us try to understand, let us try to see example ok for
number 1 this is a data which is basically found out right.
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So, this is just like how federated data set is right. So, federated data is typically non-11D;
that means, users typically have different distributions of data depending on the usage
pattern. This is very random right probabilistic. So, the idea is that you will have clients,
who will have fewer training examples on device; you will have data paucity locally

while some clients will have more than enough training examples.
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But these when you say that there are only fewer training examples, those training
examples would be really very nice ok maybe in case which would going to improve
your performance sometimes very better ok, this may happen. So, data heterogeneity is
required for improving your system. So, you get that.
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# Exan for one client X TN |
Q figure = plt. figure(figsize=(29, 4))
j=e

for example in example_dataset.take(40):
plt.sudplot(4, 18, j+1)
plt. inshow(exasplel'pixels'.numpy(), caap="gray', aspect='equal’)
pit.axs(‘oft')

client_dataset = emnist_train.create_tf_dataset_for_client(

So, let us try to understand that for one client ok. This is how the spread of data is, this is

just the example ok. So, you will have so many 1°s ok, so many 0’s and then you have 5
written in these fashion, 7 in this so like this.
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1 = plt. figure(figs
f.suptitle(‘Label C
for 1 in range(6):

client_dataset = esnist_train.create_tf_dataset_for_client(

emist_train.client_idsli])
plot_data = collections. defaultdict{1ist)
for exasple in client dataset:
e

for

# 0
label = exanple(*Label'].ouspy()
append( Label)

for §
plt.hist(
plot_dataljl,

density=False,
bins=(0, 1,2, 3,4, 56,7, 8 9 1) 1
Label Counts for a Sample of Clents
Clest Chert 1
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So, for each client right you will have got some different types of frequencies right, for
each of these digits ok.
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Now e’ visualze the mean image per cient for each MNIST label. This code wil produce the mean of each pixel value for all o the user's
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[

digit, due We ‘each local training round ige adifferent
g from thet user inthatlocal round. Later inthe tutorial we'l see how we can take
each upd: from althe clents and into our new global model, that has leamed from each of our

client's own unique data.

ist_train.create_tf_dataset_for_client(
1
aultdict{list)

emist_|

plot_data =

for example in client

8 Section plot_datalexasple' L

A 1= plt. tigurel,
f.suntitlel"Client

et:
.nuapy ()] .appendiexasple('pixels' ] .numpy())
]

So, now here you will get client O, client 1, client 2, client 3, client 4 and up to the client
5. So, each of these clients will have different numbers ok for 0, 1, 2, 3 up till 9 digits ok.
So, this basically (Refer Time: 13:06) approximately 11 values ok for digit 9, this client
0 has got about 8 values or 8 types of digit 9 right something like this.

So, now, once we get this, we can visualize the mean image per client for each MNIST
label right. So; that means, that we can find out the mean of each pixel values for all of

the user’s examples for one label right.
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So, each client is going to have different mean images, meaning each clients will be
nudging the model in their own directions locally. Because when your mean image
changes right and when you are talking of something like a model and assume that you
are using CNN.

So, the mean image and the actual image is which is going to tell you the direction right
of 1 suppose | need to zoom a bit if possible ok. So, let me close this so that you know,
yeah. So see here that when you are talking of client 0’s mean image per label this is how
itis, client 1’s this is how it is client 2 this is how it is. So, if you see this these are all not

same mean images right ok.

1441



(Refer Slide Time: 14:34)

|  cots Wi "] waage Cosslcaion | T €0 tedwred Jeuneg u_maze_casstcane oy B ooto W
| ; : e
( ) federated leaming for image classification.ioynb © s @
File Edit View Insert Runtime Tools Help Cannotsavechanges
.+ Code + Text & Copy to Drive v RDA: I- v / Ediing A
.| © 1 1
)

1111

User data can be noisy and unreliably labeled. For example, looking at Client #2's data above, we can see that for label

¢ Litispossible that there may have been some mislabeled examples creating a noisier mean image.

5]
A Preprocessing the input data

So, this basically means your data will be noisy, it will be unreliably labelled ok.
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Since the data is already a tf.data.Dataset be g Here, we flatten the 28x28

w images into 784 -element arrays, shuffle the individual examples, organize them into batches, and rename the features from pixels and label
to x and y for use with Keras. We also throw in a repeat over the data set to run several epochs.

O mw_cuiens = 10
NUM_EPOCHS = 5
BATCH SIZE = 20
SHUFFLE_BUFFER = 100
PREFETCH BUFFER = 10

def preprocess(dataset):

def batch_format_fn(element):
"""Flatten 2 batch "pixels’ and return the features as an 'OrderedDict’."""
return collections.OrderedDict(
x=tf.reshape(elesent 'pixels'],
y=tf.reshape(elenent('label'], [-1, 1

784]),

return dataset. repeat (NUM_EPOCHS) . shuffle(SHUFFLE_BUFFER, seed=1).batch(
BATCH_SIZE).map(batch_format_fn).prefetch(PREFETCH_BUFFER)

Let's verify this worked.

ah And then the mean image right is going to be affected. So, this is how it is going to

happen ok.
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¢ Userdata can be noisy and unreliably labeled. For example, looking at Client #2's data above, we can see that for label 2, it is possible that there
may have been some mislabeled examples creating a noisier mean image.

So, now so the idea is that you need to pre process that image. So, let us say that you
have got 10 number of clients and your epoch size is 5, batch size is 20 you have some
shuffle buffer right and all of that. So, let us try to understand that you can pre-process
ok for data set transformation ok. So, that you do and then once you have pre-processed
it ok.
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Let's verify this worked.
LA |

() © @ preprocessed_example dataset = preprocess(exanple_dataset)

sample_batch = tf.nest.nap_structure(lambda x: x.numpy(),
= next(iter (preprocessed_example_dataset)))
sample_batch

Ordereddict([('x’, array(([1., 1., 1., oo, 1., 1., L],
., L, 1 . I

So, you basically are in a position, ok.
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We have almost all the building blocks in place to construct federated data sets.

One of the ways to feed federated data to TFF in a simulation is simply as a Python list, with each element of the list holding the data of an
individual user, whether as a lst or as a tf.data.Dataset . Yince we already have an interface that provides the latter, let's use it

Here's a simple helper function that will construct a list of datasets from the given set of users as an input to a round of training or evaluation.

| def make_federated_data(client_data, client_ids):
return
preprocess(client_data. create_tf_dataset_for_client(x))
for x in client_ids

%
b1

it
“Uessens”

=
34
m o

/)
/

To get a initiation of how do you construct the federated data sets, right.

(Refer Slide Time: 15:54)

In the sense these are all federated data sets right, each of these clients have their own
data and it has to have its own mean, it has to have everything ok. And then there is some
specific simple Colab TFF the function which gives you a federated data thing right. So,

this function is going to help you construct a list of data sets from the given set of users

o O federated learning for image classification.ipynb
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Now, how do we choose clients?

Ina typical scenario, we \g with potentially a very f user devices, only a fraction of which may be
available for raining at a given point in time. This s the case, for example, when the client devices are mobie phones that participate in training
only when plugged into a power source, off a metered network, and otherwise idle.

Of course, we are in a simulation environment, and il the data is locally available. Typically then, when running simulations, we would simply
sample a random subset of the clients to be involved in each round of training, gL\mly different in each round.

That said, as you can find out by studying the paper on the Federated A algorithm, achieving asystem with
sampled subsets of clients in each round can take a while, and it would be impractical to have to run hundreds of rounds in this interactive tutorial.

What well do instead is sample the set of clients once, and reuse the same set to speed up -fitting
these few user's data). We leave it as an exercise for the reader to modify this tutorial to simulate random sampling - tis fairly easy to do (once
you do, keep in mind that getting the model to converge may take a while).
] sample_clients = emnist_train.client_ids[0:NUM_CLIENTS]
federated_train_data = make_federated_data(emnist_train, sample_clients)

print(‘Nusber of client datasets: {1}'.fornat(l=len(federated_train_data)))
print(‘First dataset: {d}'.format(d=federated_train_data[8]))

Nusber of client datasets: 18
First dataset: <PrefetchDataset shapes: OrderedDict([(x, (None, 784)), (y, (None, 1))]), types: Ordereddict([(x, tf.float32]

b

as an input to a round of training on evaluation.
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So, the idea here is, see you have got now this data which is split among various clients
right. But out of all of these you are supposed to get the data ok, from the given set of
users as a input to a round of training of evaluation right. Now how do we choose the
clients? Ok.

So, generally in a typical federated training scenario we are dealing with a potentially
large population this, this, this only fraction of which may be available for training at a
particular time, right. So, the idea is when the client devices are mobile phones that
participate in training only when plugged into a power source of a metered network and
otherwise this. So, the idea is we are in a simulation environment and all the data is

locally available here, right.
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~ Creating a model with Keras

If you are using Keras, you likely already have code that constructs a Keras model. Here's an example of a simple model that will suffice for our
{x}  needs.

o

© def create_keras_model():
return tf.keras.models. Sequential ([
tf.keras. layers. InputLayer(input_shape=(784,)),
tf.keras. Layers.Dense(10, kernel_initializer='zeros'),
tf.keras. layers. Sofnax(),
1 y

Note: we do not compile the model yet. The loss, metrics, and optimizers are introduced later.

In order to use any model with TFF, it needs to be wrapped in an instance of the tff. learning.Model interface, which exposes methods to
stamp the model's forward pass, metadata properties, etc, similarly to Keras, but also introduces additional elements, such as ways to control the
process of computing federated metrics. Let's not worry about this for now; if you have a Keras model like the one we've just defined above, you
can have TFF wrap it for you by invoking tff. learning. fron_keras_node., passing the model and a sample data batch as arguments, as
shown below.

So, the idea is you can talk of something called as federated averaging algorithm in this
paper, we are not going into this. But the basic idea is that you are going to now generate
ok, the client data set right. So, there are 10 clients and each of these clients will have
certain data with you ok. Now, we will have to develop our own model right and this is a
KERAS model.
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w return tff.learning. fron_keras_nodel(
I keras_sodel,
input_spec=preprocessed_example_dataset,element_spec,
= loss=tf.keras. losses. SparseCategoricalCrossentropy(),

nmetrics=[tf.keras.netrics,SparseCategoricalAccuracy()])

~ Training the model on federated data

Now that we have a model wrapped as tff, learning.Model for use with TFF, we can let TFF construct a Federated Averaging algorithm by
invoking the helper function tff. learning.build_federated_averaging_process,as follows.

Keep in mind that the argument needs to be a constructor (such as model_fn above), not an already-constructed instance, so that the
construction of your model can happen in a context controlled by TFF (if you're curious about the reasons for this, we encourage you to read the
follow-up tutorial on custom algorithms).

One critical note on the Federated Averaging algorithm below, there are 2 optimizers: a client_optimizer and a server_optimizer. The client_optimizer
is only used to compute local mode! updates on each client. The server_optimizer applies the averaged update to the global model at the server. In
particular, this means that the choice of optimizer and leaming rate used may need to be different than the ones you have used to train the model
& on astandard i.d. dataset. We recommend starting with regular SGD, possibly with a smaller leaming rate than usual. The learning rate we use
a has not been carefully tuned, fee! free to experiment.

>

4

So, | am not going into the details, 1 am just telling you that we are creating some model
ok. This is a some training model ok and now when you develop some model here ok
you have to use that model with the federated data right. So, you are supposed to
interface this model ok in such a way that it is going to actually give you ok certain

matrices or matrix which are federated in terms right.

So, we are going to actually use this TFF learning from this model passing the model and
a sample data batches as argument. So, the basic idea is you are now trying to actually
develop a model, interface it in such a manner that you can use that federated data which

you have got ok for training your model ok.

1446



(Refer Slide Time: 18:46)

(0]

i

]

So, now since you have got this model wrapped as a TFF learning model ok for the use
with TFF we can let TFF construct a federated averaging algorithms by invoking the
helper function ok which basically does the averaging right. So, you are going to actually

develop a model now ok, which is a iterative process do this and then ok.
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rvoggdi;
O iterative_process = tff,learning.build_federated_averaging_process(
model_fn,
client_optimizer_fn=lanbda: tf.keras.optinizers.SGD(learning_rate=2.02),
server_optinizer_fn=lanbda: tf,keras.optinizers.S6D(learning_rate=1.2))

What just happened? TFF has constructed a pair of package tff.templates. IterativeProcess in

which these computations are available as a pair of properties initialize and next.

Ina nutshell, i progr TFFs internal that can express various federated algorithms (you can find more

about this in the custom In this case, the [ d iterative_process implement

Federated Averaging.

Itis a goal of TFF to defi way that they din but currently only local execution
is T it simulator, you simply invoke it like a Python function. This default interpreted

for butit will suffice for this tutorial; we expect to provide higher-performance simulation runtimes
faciltatelarg hin future rek
Let's start with the initialize Asis the case for you can think of it as a function. The computation
takes no arguments, and retums one result f the state of the Federated on the server. While we don't want

todive into the details of TFF, it may be instructive to see what this state looks like. You can visualize it as follows.

[ ] str(iterative_process. initialize.type_signature)
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° str{iterative_process. initialize. type_signature) rveog@di

( > <model=<trainable=<float2(78:
rocess=<>, veight_sun process=0>, model.

£10at32(10)>,n0n_trainable=c>>,optinizer state=<inté>,delta_aggregate_state=<value_sus p
oadcast_statesO>ESERVER)

Whille the above type signature may at first seem a bit cryptic, you can recognize that the server state consists of a model (the initial model
parameters for MNIST that will be distributed to all devices), and optimizer_state (additional information maintained by the server, such as the
number of rounds to use for hyperparameter schedules, etc.).

Let's invoke the initialize computation to construct the server state.

O state = iterative_process. initialize()
* + Code — + Tent

d of the pair of federated lions, next, represents a single round of Federated Averaging, which consists of pushing the server
state (including the model parameters) to the clients, on-device training on their local data, collecting and averaging model updates, and producing
a new updated model at the server.

Conceptually, you can think of next as having a functional type signature that looks as follows.
SERVER _STATE, FEDERATED_DATA -> SERVER STATE, TRAINING_METRICS

In particular, one should think about next () not as being a function that runs on a serves, but rather being a declarative functional representation
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Let'sinvoke the initialize computation to construct the server state.
xj * [19] state = iterative_process.initialize()

[ The second of the pair of federated computations, next, represents  single round of Federated Averaging, which consists of pushing the server
state (including the model parameters) to the clients, on-device training on their local data, collecting and averaging model updates, and producing
a new updated model at the server.

Conceptually, you can think of next as having a functional type signature that looks as follows
SERVER_STATE, FEDERATED_DATA -> SERVER_STATE, TRAINING_METRICS
L]

In particular, one should think about next () not as being a function that runs on a serves, but rather being a declarative functional representation
of the entire decentralized computation - some of the inputs are provided by the server ( SERVER_STATE ), but each participating device contributes
its own local dataset.

Let's run a single round of training and visualize the results. We can use the federated data we ve already generated above for a sample of users.

state, metrics = iterative_process.next(state, federated_train_data)
print(‘round 1, metrics={}'.format(metrics))

S round 1, metrics=OrderedDict([('broadcast', ()), ('aggregation’, Ordereddict([('mean_value', ()), ('mean_weight', ())])),

Now, the idea here is we should understand here that this type of a signature what we are
trying to see here. Because you are trying to actually generate iterative process, you are
trying to develop a model which is trainable ok and you are trying to see that how many
of this portion ok what data you are using for training, what data you are not going to use

for training and then you will have to aggregate this information ok.

And then broadcast it to the server, what does it mean is that you will have a server state
ok which basically is the initial model right. You would have a centralized trained
MNIST model ok. And that model will be distributed to all the devices that is called as a

server state initial model right so that is a model.

And then optimizer state which basically means this additional information which is
maintained by the server which will include various parameters, hyper parameters and all

of that ok is something which basically is the state of a server.

So, you are having a server state which talks about the basic model and then there is a
optimizer state for the server which tells about like what are the various hyper
parameters being used, how many epochs, how many rounds, how many iterations and

so on and so forth.

So now, the idea is you need to initialize this process of training. Now once you are able

to do it, once you have done a single iteration ok which is single round of iteration then
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you will go in for a single round of federated averaging ok. So, when you do this
averaging what effectively happens is you are pushing the server state to the client. Then
you do this on device training on the local data, collect it back and then do averaging ok
on that model which you updated the server right.

So, your server state is going to change with the data which it has used. So, your server
state comma federated data changes to server state with training metrics. Because your
federated data is not going to be shared, it is only the training matrix which is going to be
shared right. So, this is how it is going to happen.
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Let's run a few more rounds. As noted earlier, typically at this point you would pick a subset of your simulation data from a new randomly selected

(x)  sample of users for each round in oder to simulate a realistic deployment in which users continuously come and go, but in this interactive
notebook, for the sake of demonstration we'll just reuse the same users, so that the system converges quickly.

D o8P i
@ NUM_ROUNDS = 11

for round_num in range(2, NUM_ROUNDS):
state, metrics = iterative_process.next(state, federated_train_data)
print(*round {:2

nat (round_num, metrics))

we round 2, metrics=Ordereddict([(" Orderedict([('nean_value', ()), ('mean_veight',
metr ‘e s alue', (), (%

round ( e weight',
rount ), alve', () weight',
round 5, metrics=OrderedDic! , (*aggregation’, Ordereddict(|( sean_value', ()), (*mean_veight', ())
round 6, metrics=OrderedDic » ("aggregat » Ordereddict([('sean_value', ()), ('mean_weight', ())

L]

Training loss is decreasing after each round of federated training,indicating the model is converging. There are some important caveats with these
training metrics, however, see the section on Evaluation later in this tutorial,

+ DNienlavina mndal matrire in TanenrRnard

So, let us try to understand this in a bit maybe once you do a hands on and read through
this we will be able to understand it better, but at least a gist of how basically it happens
ok is what we are trying to tell you right. So, now, you do so many rounds of it. So,
many iterations ok, then this is how the matrix is going to change ok. So, mean weight,

this, that, aggregation you are doing broadcasting all of this.

1449



(Refer Slide Time: 23:02)

i ( Qfederated learning for image classification.ipynb
"7 Fle Edt View Insert Runtme Tools Help Can s

v JEitng A

L4 UIVBUESL |17y | GYYIYOLIUN | UIUEI S L1 WOV ) 17Ty SRR

', 1)), ("aggregation', Ordereddict([('mean_value', ()), ('mean_weight', ())])), (" lmv
()), (‘aggregation’, OrderedDict([(‘mean_value', ()), (‘mean_weight', ())1)), ('trair
round 9, metrics=OrderedDict([('broadcast'. (). ('acoregation', Ordereddict([('nean value', ()), ('mean weicht', ())1)), ('trair

e =

+Code + Text

=
Training loss is decreasing after each round of federated training, indicating the model is converging. There are some important caveats with these
training metrics, however, see the section on Evaluation later in this tutorial

~ Displaying model metrics in TensorBoard

Next, let's visualize the ics from these fed ions using Tensorboard.
Let's start by creating the directory and the writer to write the metrics to.
AV
° sgtest { sk sl 1 ":;L;:; an alowed annotation - alowed values incYIG [@param BUTE
~ ogdir = calars/training/” S
summary_write: _sumnary.create_file_writer(logdir)

state = iterative_process.initialize()

Plot the relevant scalar metrics with the same summary writer.

st”is not an allowed annotation - allowed values include [@param, @tte,
8 [l aridonn]

with summary_y it _default():

And then you can display this model matrix on the tensor board ok.
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Q Plot the relevant scalar metrics with the same summary writer.

1 an allowed annotation - alowed values inchude [@param, @tite,

]
[23) #gtest {"skip": true} |
with suamary_writer.as_default():
(=] for round_num in range(1, NUM_ROUNDS):
state, metrics = iterative_process.next(state, federated_
for name, value in metrics['train'].iteas():
tf.sunmary.scalar(name, valve, step=round_num)

Start TensorBoard with the root log directory specified above. It can take a few seconds for the data to load.
vo Dl

allowed annotation - alowed values inchoe [eparam (ome

tensorboard —logdir {logdir} —port=0

) events.out.tfevents.1650284733.e0721c5ec705.72.0.v2

So, here the tensor board we will see in the end right, because since you are working on
Colab. So, again | do not want to go now into tensor board log in and everything, but

some thing here you will be able to see ok.
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1] et : tryel “@test’ is not an allowed annotation - allowed values include [@param, @tite,
i 7 Uncoment and run this cell to clean your directory of old . @™o
# future graphs from this directory. We don't run it by defau
I} # you do a "Runtine > Run all" you don't lose your results.
# !m -R /tap/logs/scalars/s
In order to view evaluation metrics the same way, you can create a separate eval folder, like ‘logs/scalars/eval’, to write to TensorBoard.
~ Customizing the model implementation
Kerasis I model AP for TensorFlow, Keras models (via
tff.learning. from_keras_sodel ) in TFF whenever possible.
However, tff.learning provides a lower-level model interface, tff. learning.Model, that exposes the minimal functionality necessary for
using amodel for Directly interface (possibly blocks like tf.keras. Layers) allows for
i modifying s of the federated leaming algorithms.
¢»  Solet'sdoitall over again from scratch.
=  Defining model variables, forward pass, and metrics
B - - -
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&+ Customizing the model implementation
4 Kerasis model AP for TensorFlow, and we encourage using Keras models (via
tff.learning. from_keras_sodel) in TFF whenever possible.
2 However, tff.learning provides a lower-level model interface, tff.learning.Model, that exposes the minimal functionality necessary for
using a model for Directly (possibly blocks like tf.keras. layers) allows for
maximum customization without modfying the intemals of the federated leaming algorithms.
Solet's do it all over again from scratch.
Defining model variables, forward pass, and metrics
The first step i to identify the TensorFlow going with. In order ng code more legible, let's define a data
structure to represent the entire set. This will include variables such as weights and bias that we will train, as well as variables that will hold
various cumulative statistics and counters we will update during training, such as loss_sum, accuracy_sum, and num_examples.
[25] Mnistvariables = collections.namedtuple(
‘MnistVariables', ‘weights bias nus_exanples loss_sus accuracy_sun')
Y Here's a method that creates the variables. For the sake of simplicity, we represent all statistics as tf. float32, as that will eliminate the need for
B type conversions at a later stage. Wrapping variable initializers as lambdas is a requirement imposed by resource variables.

)

iy,
/ Y

So, you actually can go deep into it, a lower level model interface wherein you are trying

to actually go at the variables level ok. That you can create variables that basically means

you can actually customize your model implementation.
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Here's 2 method that creates the variables. Fomnsakzdsumpimywmpvmallstamcsu tf. float32, as that will eliminate the need for

ype alater stage. Wrapping variable i resource variables.

LR AR 1N I
© def create mnist variables():
return MnistVariables(
weights=tf,Variable(
lanbda: tf.zeros(dtype=tf.float32, shape=(784, 10)),
name='weights’, *
trainable=True),
bias=tf.Variable(
lanbda: tf.zeros(dtype=tf.float32, shape=(18)),
name='bias’',
trainable=True),
nun_examples=tf.Variable(2.9, name='num_examples', trainable=False),
loss_sun=tf,Variable(0.?, name='loss_sun', trainable=False),
accuracy_sum=tf.Variable(0.2, name='accuracy_sun', trainable=False))

With the variables for place, we can now define the forward pass method that computes loss, emits
predictions, and updates the cumulative statistics for a single batch of input data, as follows.

8]

(Refer Slide Time: 24:00)

Co O federated leaming for image classification.ioynb

@ oo e D Fotand o e Cocntn | o O st i g sacann s

Fle Edt View hnsert Runtime Tools Help Cannotsave changes
+Code +Tet & CopytoDiive L

predictions, and updates the cumulative statistics for a single batch of input data, as follows.

rveogPdl:
O def predict_on_batchivariables, x):
return tf.nn.softmax(tf.mataul(x, variables.weights) + variables.bias)

def mnist_forward_pass(variables, batch):
y = predict_on_batch(variables, batch['x'])
predictions = tf.cast(tf.argnax(y, 1), tf.int32)

flat_labels = tf,reshape(batchl'y'l, [-1]1)
loss = -tf.reduce_mean(

tf. reduce_sum(tf.one_hot(flat_labels, 10)  tf.math.logly), axis=[(1]))
accuracy = tf. reduce_mean(

tf.cast(tf.equallpredictions, flat_labels), tf.float32))

nun_exanples = H.cast(ﬂ.size(mchl‘yl‘I), tf.float32)
variables.nun_examples.assign_add(num_examples)

variables. loss_sum.assign_add(loss * num_examples)
variables.accuracy_sum.assign_add(accuracy * num_examples)

return loss, predictions

Next, we defint of again using TensorFlow. These ar lues (in addition 1 which

igil ina process.
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[27]  accuracy = tf.reduce_mean(
tf.cast(tf.equal(predictions, flat_labels), tf.float32))

nun_exanples = tf.cast(tf.size(batch('y']), tf.float32)
variables.nun_examples.assign_add(nun_examples)

variables. loss_sum.assign_add(loss * nun_examples)
variables.accuracy_sum.assign_add(accuracy * num_exanples)

return loss, predictions

Next, we define a functi again using TensorFlow. These are the values (in addition to model updates, which

that are eligible to b ina

Here,wesmp!ymwnﬂ\emrage loss and accuracy, as well as the num_examples , whi ly weight

from diff

rvogDl
© def get_local_mnist_metrics(variables):
return collections.Ordereddict{
nun_exanples=variables.nun_examples,
loss=variables. loss_sun / variables.nun_examples,
accuracy=variables.accuracy_sum / variables.num_exanples)

Finally, we need i ¥ device via get_local_mnist_metrics . This is the only part of
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det get_local_mnist_metrics(variables):
18] return collections.Ordereddict(
nun_examples=variables. num_examples,
loss=variables, loss_sun / variables.nun_examples,
accuracy=variables.accuracy_sum / variables.num_exanples)

Finally, we need to d hi i devi get_local_mnist_metrics. This is the only part of
the code that isn't written in TensorFlow - usakderaledcunpmanonupressemeFF If you'd like to dig deeper, skim over the custom algorithms
tutorial, but in most applications, you wont really need to; variants of the pattern shown below should suffice. Here's what it looks like:

rvoB@DiE

© ctff. federated_computation
def aggregate_mnist_metrics_across_clients(metrics):
return collections.Ordereddict(
nun_exanples=tff.federated_sum(netrics.nun_examples),
loss=tff.federated_nean(metrics.loss, metrics.num_examples),
accuracy=tff,federated_mean(metrics.accuracy, metrics.nun_exanples))

Theinput metrics argument corresponds to the OrderedDict retumed by get_local_mnist_metrics above, but critically the values are no
longer tf.Tensors -they are ‘boxed" as tff.Values, to make it clear you can mlongumanulatemunusmesofﬂow but only using
TFF's federated operators like tff. federated_mean and tff, federated_sun. of defines the set of
metrics which will be available on the server.

(Refer Slide Time: 24:14)
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The input metrics argument corresponds to the OrderedDict retumed by get_local_mnist_netrics above, but critically the values are no
longer tf.Tensors -they are boxed’ as tff.Values,to make it clear you can no longer manipulate them using TensorFlow, but only using
TFFs federated operators like tff,federated_nean and tff.federated_sum. The f global aggregates defines the set of
B metrics which will be available on the server

o

Constructing an instance of tff.learning.Model
With all of the above in place, we are ready to construct a model representation for use with TFF similar to one that's generated for you when you
let TFF ingest a Keras model.
° from typing import Callable, List, OrderedDict
class MnistModel(tff, learning.Model):

def _init_(self):
self,_variables = create_anist_variables])

gproperty
def trainable_variables(self):
return [self._variables.weights, self._variables.bias]

ble_variables(self):

return (]
>
i “am

And then you try to collect the statistics, local metrics, do the federated computations
and then you can use ok again another model representation, ok. Instead of the general
KERAS model which we did.
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° def local_variables(self):
return [
self._variables.nun_examples, self. variables.loss_sum,
self,_variables.accuracy_sum
(] ]

goropert
def input_spec(self):
return collections.OrderedDict(
x=tf.TensorSpec( [None, 784], tf.float32),
y=tf.TensorSpec( [None, 1], tf.int32))

gtf. on
def dict_on_batch(self, x, training=True):
del training
return predict_on_batch(self. variables, x)

etf. function
def forward_pass(self, batch, training=True):
del training %
loss, predictions = anist_forward_pass(self. variables, batch)
nun_exsaples = tf.shape(batch('x']) 2]
return tff,learning.BatchOutput(
loss=loss, predictions=predictions, num_examples=nua_exmaples)

al_outputs(self):
irelealé uarishlacl

So, what we are trying to do is you can work at different levels of complexities right.
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should train locally on each batch. We will specify a local optimizer when building the Federated Averaging algorithm.

x} ~ Simulating federated training with the new model

With place, of looks fike what Iready - just repace the model with the
constructor of our new model class, and use the two federated computations in the iterative process you created to cycle through training rounds.

° iterative_process = tff,learning.build_federated_averaging_process{
MnistModel,
client_optimizer_fn=lambda: tf.keras.optimizers.SGD(learning_rate=9.62))

LK TR
o )state = iterative_process.initialize()

[

state, metrics = iterative_process.next(state, federated_train_data)
print(‘round 1, metrics={}'.format(metrics))

round 1, metrigs=OrderedDict([('broadcast’, ()), (‘aggregation’, OrderedDict([(’nean_value', ()), ('mean_weight', ())1)), ('trair

for round_num in range(2, 11):
© state, metrics = iterative_process.next(state, federated_train_data)
print(*round {:2d}, metrics={}'.fornat(round_num, metrics))

round 2, metrics=Ordereddict([('broadcast', ()), ('acareqation’, OrderedDict([('nean_value', ()), (‘mean weight', ())1)),

4/

And you can make your own model instead of using a standard TFF KERAS model ok.
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33 state, metrics = iterative_process.next(state, federated_train_data)
print(‘round 1, metrics={}'.format(metrics))

round 1, metrics=OrderedDict([('broadcast’, ()), ('aggregation’, OrderedDict([('mean_value', ()), ('mean_weight', ())1)), ('trair

4] rveRPd
Q for round_num in range(2, 11):
(m] state, metrics = iterative_process.next(state, federated_train_data)
print(*round {:2d}, metrics={}'.fornat(round_num, metrics))

. round 2, metrics=Ordereddict([(*broadcast', ()), (*aggregation', Ordereddict( [('sean_value', ()), ('mean_weight', ())])), ('trair
round 3, metrics=OrderedDict([('broadcast’, ()), ('aggregation’, Ordereddict([(‘mean_value', ()), (*mean_veight', ())])), (‘trair
round 4, metrics=OrderedDict([('broadcast', ()), ('aggregatior rderedDict([('nean_value', ()), (‘mean_weight', ())])), ('trair
round S, metrics=OrderedDict([(*broadcast’, ()), ('aggregation’, Ordereddict([('mean_value', ()), (‘mean_weight', ())])), ('trair
round 6, metrics=OrderedDict([('broadcast', ()), (‘aggregation’, OrderedDict([(‘mean_value', ()), ('mean_weight', ())1)), ('trair
round 7, metrics=Ordereddict([('broadcast', ()), ('aggregation', Ordereddict([('sean_value', ()), ('mean_weight', ())1)), ('trair
round 8, metrics=Ordered0ict([('broadcast’, ()), ('aggregation’, OrderedDict([('sean_value', ()), ('mean_weight', ())])), ('trair

round 9, metrics=Ordereddict([('broadcast’, ()), ('aggregation’, Ordereddict([(*sean_value', ()), (‘mean_veight', ())])), ('trair
round 18, metrics=Ordereddict([('broadcast’, ()), ('aggregation’, OrderedDict([('sean_value', ()), ('mean_weight', ())1)), ('trair

To see these metrics within TensorBoard, refer to the steps listed above in ‘Displaying model metrics in TensorBoard".

~ Evaluation

o

All of our exp sofar y federated -the over all batches of data trained across all clients in the
8 round. | abol rfitting, especially since we used the same set of clients on each round for simplicity, but

{3

So, after training right here right, you are going to actually get after each round these
matrices ok, these are metrics right.
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3 3] state, metrics = iterative_process.next(state, federated_train_data)
print(*round 1, metrics={}'.format(metrics))
round 1, metrics=Ordereddict([('broadcast’, ()), ('aggregation’, Ordereddict([('mean_value', ()), ('mean_weight', ())1)), ('trair
o rvegdil
© for round_num in range(2, 11):
(m] state, metrics = iterative_process.next(state, federated_train_data)
print('round {:2d}, metrics={}'.fornat(round_num, metrics))
2 4 (), ('mean_weight', ())1)), (‘train’, OrderedDict([('num_examples', 4860.0), ('loss', 3.0116985), ('accuracy', 0.13024691)]))])
, ()), ('mean_weight', ())])), (‘train’, OrderedDict([('nun_exanples', 4860.8), ('loss', 2.7408307), l‘gtturacy', 0.15576132)1))])
» (), ('mean_weight', ())])), ("train', OrderedDict([('nun_exanples', 4860.8), ('loss’, 2.6761012), ('sccuracy', 0.17921811)]))])
o ()), ('mean_weight', ())])), ('train', OrderedDict([('num_exanples', 4860.8), ('loss', 2.6755667), ('accuracy', 8.1855967)]))])
o (), ("mean_weight', ())])), ("train', OrderedDict([('num_exanples', 4860.8), ('loss', 2.566405), ('accuracy', 0.20329218)]))])
o (1), ('mean_weight', ())1)), ('train', OrderedDict([('num_examples’, 4860.8), ('loss', 2.4179392), ('accuracy', 0.24382716)]))])
o (1), ('mean_weight', ())])), ("train', OrderedDict([('num_examples', 4860.8), ('lo: 323728), (accuracy’, 0.26687244)]))])
, (), (*mean_veight', ())])), (‘train’, OrderedDict([('num_exanples’, 4860.8), ('loss’, 2.186168), (*accuracy’, 0.28209877)]))1)
» (), ('mean_weight, ())])), ("train', OrderedDict([('num_exanples’, 4860.8), ('loss', 2.8463877), (‘accuracy', 0.3203738)]))])
To see these metrics within TensorBoard, refer to the steps listed above in "Displaying mode! metrics in TensorBoard”.
~ Evaluation
©
Allof our 50 far pr y federated -the over all batches of data trained across all clients in the
B round abol rfitting, especially since we used the same set of clients on each round for simplicity, but

So, the details about this you can refer or we will tell you what it is, but the basic idea is

this is how these metrics would be shared, right.
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Aot our experi sofarpr y federated trai ~the all batches of data trained across
o round g, especially since we used the same set of clients on each round for simpl * ¥ © / @ § i
there is an additional notion of overfitting 9 specific to the Federated This is easiest to see if we imagine
) each client had a single batch of data, and we train on that batch for many iterations (epochs). In this case, the local model will quickly exactly fit to
that one batch, and so the local accuracy metric we average will approach 1.0. Thus, these training metrics can be taken as a sign that training is
[0 progressing, but not much more.
To perform evaluation on federated data, you can construct another igned for just thi using the
tff.learning.build_federated_evaluation function, and passing in your model constructor as an argument. Note that unlike with
Federated Averaging, where we've used MnistTrainableModel, it suffices to pass the MnistModel . Evaluation doesnt perform gradient
descent, and there's no need o construct optimizers.
For i vhi lized fest dataset is available, Federated Leaning for Text Generation demonstrates another
evaluation option: taking the trained weights from federated learning, applying them to a standard Keras model, and then simply calling
tf.keras.models.Model. evaluate() ona centralized dataset
| evaluation = tff,learning.build_federated_evaluation(MnistModel)
You can inspect the abstract type signature of the evaluation function as follows.
o
] str(evaluation.type_signature)
= (<server_nodel_weights=<trainables<float32(784,10],£l0at32(10]>,00n | 1 federated ¢ { 32(2,7
>

e

So, the idea is that once you are able to train, get those metrics back then you will have
to evaluate right which is basically evaluation. Then you will have to come up with TFF

learning build federated evaluation function ok.
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tf.keras.nodels.Model.evaluate() ona centralized dataset.

Q
m [35] evaluation = tff.learning.build_federated_evaluation(MnistModel)
o VYoucan the abstract i f ion function as follows.
ORAE XN B
° str(evaluation, type_signature)
(<sezver_model weightse<trainables<float32(784,10],float32(10]>,500 | federated { 32(2,784] y=1

8t32(?,1]>*ICLIENTS> -> <eval=<num_examples=float32,loss=float32,accuracy=float2>>¢SERVER)

No need to be concerned about the details at this point, that it takes form, similar to

tff.templates. Xteratwifo(ess.mt but with two important differences. First, we are not returning server state, since evaluation doesn't
modify the model or any other aspect of state - you can think of it as stateless. Second, evaluation only needs the model, and doesn't require any
other part of server training, such variables.

SERVER_MODEL, FEDERATED_DATA -> TRAINING METRICS

Let's invoke evaluation on the latest state we arrived at during training. In order to extract the latest trained mode! from the server state, you simply
B accessthe .nodel member, as follows.

So, you can evaluate these evaluation function ok on the central data set.
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tff.templates. IterativeProcess.next but with two important differences. First, we are not retuming server state, since evaluation doesnt
" ds the model, and d

& modify the model or any other aspect of state - you can think of it as stateless. Second, ly any
other part of server state that might be associated with training, such as optimizer variables.

SERVER_MIDEL, FEDERATED_DATA -> TRAINING_METRICS

A

(=]
Let's invoke evaluation on the latest state we arived at during training. In order to extract the latest trained model from the server state, you simply
access the .model member, as follows.
[37] train_metrics = evaluation(state.model, federated_train_data)
Here's what we get. Note th b i than what )y the last round of training above. By convention, the training
metrics reported by i reflect f the model at the training round, so the
evaluation metrics will always be one step ahead.

tveg@dN:

10 stritrain_setrics)

o

8
Now, test sample of fi d I the test data. The d: fre nple of real users,

And then evaluation you do it.
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| -rgerednict(((‘eval", Orderedvict(("sum exasples’, 4860.0), (‘loss', 1.7510431), ('accuracy', 0.2788066)]))])

Now, let's compile a test sample of federated data and rerun evaluation on the test data. The data will come from the same sample of real users,
~  butfrom adistinct held-out data set
[39] federated_test_data = make_federated_data(emnist_test, sample_clients)
en(federated_test_data), federated_test_datale]
(10,
<PrefetchDataset element_spec=OrderedDict([('x", TensorSpec(shape=(None, 784), dtype=tf.float32, name=None)), ('y', TensorSpec(st

[48] test_metrics = evaluation(state.model, federated_test_data)

O stritest netrics)

Ordereddict([('eval’, OrderedDict([('nun exazples', 580.0), ('loss', 1.8361597), (‘accuracy’, 0.2413793)1))])

This concludes the tutorial. We encourage you to play with the parameters (e.g., batch sizes, number of users, epochs, leaming rates, etc.), to
& modify the code above to simulate training on random samples of users in each round, and to explore the other tutorials we ve developed

So, you can test the metrics on the data and then you can see that number of examples,
the loss and the accuracy. So, the idea is these are a sum of and average federated
learning right algorithm which you use will be combination of all of this accuracies here
all of the losses here all of the number of examples here ok.

And that would be using some model right which is there in the paper you can just refer
to that right then you will be able to average it and then you can change these parameters
as it has been it is there in this notebook of changing batch sizes number of users epoch
learning rate all those hyper parameters you can change.

The basic idea is that so one of the evaluations would require the model one of the
evaluations will not require the model ok and it will not require any server state which
will not require any optimizer variable. So, you will understand this that here this
particular type of what to say server state information what to say exchange right is just
for training metrics. Whereas, there is another type wherein here you are going to

actually get ok so many of these things.

Wherein your server state and this changes and you get server state along with variables
as well right apart from metrics right. So, these are certain things which is there. So, |
had actually three more examples. So, maybe once | cover tomorrow better approach
using something called as NVIDIA FLARE maybe we will do this or we will continue

this and extend that maybe by another 15-20 minutes to cover that as well right.
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So, that is what | am thinking and yeah that is it. So, any questions if you have you can
ask me or you can try other three of the labs which are given here tonight and maybe
tomorrow maybe we can do it a bit fast right so that you know we can cover other things
as well yeah. So, that is it from my side.
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