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Welcome to this session on network security and forensics. We will now show a small
demo configuration of firewall ah. So, what we have done is; so, we have a actually got a

set up of two machines running on a oracle virtual v m.
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sudo vim /etc/iptables/rules. vé

You can test the il forsyntax errors by typing this command. Fix any syntax errors tht this
reveals before continuing
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So, we have got one Ubuntu 14 that is running and this is internally connected to a Kali

Linux machine.
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With the IP address for this Kali Linux machine is 192 dot 168 dot 0 dot 5 and the IP

address for our Ubuntu machine is as you can see is 192 dot 168 dot 0 dot 6.
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You can test the il forsyntax errors by typing this command. Fix any syntax errors tht this
reveals before continuing

Page 1/1 1 words, 2 characters selected  Default Style - English (india) u [

So, what we are able to do right now is I can do a ping to find out whether the Kali
machine is in the network. So, I try 192 dot 168 dot 0 dot 5; so, I am able to ping this

machine similarly I will also try to ping from the kali machine to this machine.

So, if you look at the this ping 192 dot 168 dot 0 dot 6. So, this now this shows that these
two machines are connected to each other ok. Now what we will do is we will have to
now find out or will explain how to install IP tables. Now we already done this install
this IP tables in this machine, but then this is the step that we have to do the first thing
we need to be very careful is if you are logged in as root into your Ubuntu machine,

please do not go ahead and use the same login to install firewalls.

Because if you get blocked and there is a problem I mean you will not be able to recover
unless you put otherwise recovering by it is a long process. So, do not go into that
problem you have to create a root user with special root permission. So, this is the way to
create the root user with permissions if it is a Ubuntu machine then you put a s u minus
then you give the password what are the password you have given to the machines; so,

you become a root user.

Then you can use this term something known as add users see and I have already added
this user. So, you do not have to worry about it at least in the demo and then what you
have to do is the next line says that this route user whatever user you have you have

created must be added as a pseudo user I mean. So, that you gets all the permissions then



you can actually install IP tables ok. So, you can use the commands pseudo apt get

update then you can get install IP tables persistent ok.

So, once you do that ok; so, in my case I already installed it. So, it says otherwise its
goes and it should be connected to the internet of course, ah. So, then it goes and gets all
the packages and then gets installed the next step that you have to do is you have to look
at the rules that are there ok. So, for this what you do is you can go to the rules are

actually given in two places one is I can just do a edit of the rule.
So, e t ¢ slash IP tables rules dot this is for v 4 IP v 4.
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So, these are all the bunch of rules that you have for IP v 4 as I told you there is this filter
then what to do input drop and all those things.
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So, if you look at this configuration file it has bunch of rules ok.
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And what we could do is. we could add I mean in this demo I am just going to add a one
rule here is a rule that [ have added that if I send out from my Ubuntu machine an ICMP
packet and if the packet is of echo request then the rule says that do not send the packet
just drop it ok; it is a very simple rule there are other ways for example, there is a NAT

table here is a security table you can have a raw packet table etcetera, but I blocked all of



the things just for the demo purposes if you actually install it you will get bunch of rules

how to do track the connections and all those things.

So, let us not complicate I mean the if as initially it is it is a very simple rule to block
someone to ping from my machine to the other machine only thing I have to check is that

ok. So, here is the rule minus A output minus p ICMP, ICP type echo request minus j

drop.
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So,. So, if you look at the rule right now I am able to ping the other machine ok. So, if I
do a ping dot 168 dot 0 dot 5; [ am able to ping the other machine. So, similarly you also
have rules for IP v 6. So, you can also edit the IP v 6 rules and currently I mean just
drops all the IP v 6 packets if you look at the drops. So, we are not interested in any IP v
6 traffic right now. So, we are not doing with the IP v 6 traffic now let us one of the

things is once you actually write the rules new rules.
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Implementing the Basic Firewall Policy (The Quick Way)

sudo vin /etc/iptables/rules, vé , tine 5011ns
3

You can test the file for syntax errors by typ this command. Fix any syntax errors that this t ules.vé
reveals before continuing;

sudo iptables-restore -t /etc/1ptables/rules.vé

sudo vin etc/1ptables/rules.v6

]
3
B
B
n
a

We can block all 1PV tafic by replacing the contets of thefilewith the below configuration:

Page 1/1 208 words, 1343 characters Defaul Style  English (inda) u [l
PREFEELIFFER

m_ll(!nn’vﬁwnlnnun l Tl154-NF10.ppt - L l[ﬂ]()mr\PVMV\mm Ld/uhumuld[mnm [¥Kali-Linux-1.1.0a. g Sl ®

You can actually a test the rules ok. So, it is; so, there are no syntax errors. So, here is the
command that we can do I mean just to ensure that the demo goes very fast as just
cutting pasting this command. So, otherwise you might have to type it. So, if you chase
that ok. So, everything is fine the rules there is no syntax error or things like that in the
rules ok. Now what I will do is I will just go ahead and what I can do is I can just go

ahead and load the rules.

So here is what I do now it is loaded the rules and if you want see what rules I have
loaded for a IP v 4 I can look at tables minus S. So, it says that I have added one rule it
says to drop ICMP packets and if you see IP v 6 what are all the rules that I have added;
it just tells you that the everything any IP input packet you just have to drop it IP v 6
packet you have to drop it. So, what will happen?

So, what we expect to happen is that. So, we have been doing a ping and we have told
the IP v 6 to stop doing any ping. So, let us try to do a ping and see what happens. So, it

clearly says that the operation is not permitted which means our packet is getting filtered

now [ will flush the rule.
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See what I can do is just to show that our rule is working let me go and flush these rules
and let us see what happens ok. So, a flushing the flushing means I am removing the
rules ok. And what I now I will do a ping again now the packets are going through
straight away. So, this is exactly what IP tables can do and if you want to see one of

things next question you might ask.
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So, sir, but here if you see the ping has been consistently going on; that means, we are

only blocking the output packets, the input packets that are sent by the route does not get



affected because we have not put a filter on the input chain we have only put the filter on

the output chain. So, if you just want to try out just if you. So, now, let us go ahead and

reload the rules you can even say IP tables service; it will start and so, it has now

reloaded the rules now if you see the operation is not permitted ok.

(Refer Slide Time: 08:02)

[] Ubuntul4 [Running] - Oracle VM VirtualBox o

File Machine View Input Devices Help

B o m

A&l

A =]

ty ® @) 1216PM

s from 192.168.0.
s from 192.168.0
es from 192.168.0 =
30 ttl=64 time
31 ttl=64 t 58 ns
The 1ptables comand only handles IPvARENACIRIELISEIIS U Ni) 32 ttl=64 tine=0.693 ms
cospanion tool called ipbtables 15 uselag
PSR Tl -+ 192.165.0.5 ping statistics - o
ansmitted, 32 received, 0% packet loss, time 31055ms
Implemenling the Basic Firewlas min/avg/max/mdev = 16/6.717/0.882/6.104 ms
root@njsranan-Ubunt: udo service iptables-persistent start
* Loading iptables
* IPv4...
* IPVG...
root@njsraman-Ubuntuld-32:-# ping 192.168.0.5
B R (116 192.168.0.5 (192.168.0.5) 56(84) bytes of data.
endnsg: Operation not permitted
peration not permitted
g: Operation not pernitted

sudo vim /etc/iptables/rules.vd

You can test the file for symax errors by typing
reveals before continuing

sudo vin ete/iptables/rules.v6

We can block all IPv6 taffic by replacing the [

RIPR G ORBRRRUE. . 19, 165.0.5 ping statistics ---

sudo service iptables-persistent rel
sudo iptables -S
sudo ipotales -5

3 packets transmitted, 0 received, 100% packet loss, time 2004ns

root@njsranan-Ubuntu1d-32:~# ping 192.168.0. 5
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So, what I can do right now. So, if I want to find out what are all the rules that are there

IP tables minus S. So, it tells you this drop rule is there; so, if you just converted into

input you can actually drop the ping I mean you will not be able to respond to the ping of

the input. So, this is very simple and straight forward way of getting this IP tables

working and there are very many complications yes ah, but I think this will tell you how

to get a simple firewall working in your machine.
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So, now let us continue with what we have been discussing and what we have been
discussing is that how to place the rule? So, this is the exactly what you have discussing
in the previous sections; so how we are planning to place these rule and we just had one
rule therefore, we placed it before we just after the in the filter class in the filter table and

we were able to filter it.

You can actually have more than see we were having a only one chain the input chain the
output chain and the and the forward chain ok. So, you can actually define your own

chains ok. So, here is an examples.
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iptables -A INPUT -i SINTERNET -d <public address>\
- EXT-input

iptables -A EXT-input -p udp --sport 53 \
--dport 53 -j EXT-dns-server-in

iptables -A EXT-input -p tcp ! --syn --sport 53 \
--dport 1024:65535 - EXT-dns-server-in

iptables -A EXT-dns-server-in -s SNAMESERVER [\
-} ACCEPT

So, what I do is? Here I add something known as external input I jump to a chain called
rules called external input. And in the external rule input I jumped to something known

as d n s server and in the d n s server I put some more rules.

So, this is the way I can create a user defined chains. So, previously what was happening
was that on the output in our example on the outputs. So, let us go back to our example
then see we were doing ok. So, in Ubuntu virtual box we were putting it on the output we
just use the rule called drop ok. Instead of using this rule called drop I can actually define

my own chain that is exactly what we have done.

So, in this case what you have done is this j if you look at this instead of dropping the
packet we are trying it up with an external rule. So, once we tied up with this rule this
rules starts executing and after this rule; we just go to this chain and we start executing
this chain and so, on. So, so in this way I will be able to configure more and more rules

to make this work ok.

So, I have this gives you very brief introduction ok.
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Where and where do we apply this kind of firewalls? See you can have complex network
and environments where one network does not want to talk to the other network I mean
one way is to submit the process, but even if you do submitting if I change the network
IP address or I may I may spoof the IP address I will be able to talk to the other person
ok.

So, these things can be avoided by using a firewall and it essentially ensures that you can
break you can segregate your networks ok. Then there are this volatile environments then
it is essentially for internal security and the environments that change where some places
you do not want to change see for example, many organizations will change their IP
address quite frequently internal IP addresses. Sometimes because they do not want
someone to be with the same static IP address for a long time because it is you could

actually they could be the vulnerable points in your network.

As I told you can do system segregation. So, you can have partitions. So, that the two
partitions do not pack with each other major three partitions with firewall as you know is
the demilitarized zone the input and the output networks and you can also protect the
local hosts. For example, in our case actually we are more interested in protecting the

local host by blocking all the ICMP packets, rather than a opening of the host.
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One of the things that we should know is that especially with respect to security is when
you are using firewalls you should be very aware of what is the system you are using.
You should not get blocked by your own system by using certain rules I mean if you
apply the rules just for the rules sake like what we do in India you land up with lot of

trouble ok.

So, because the rules are created for a particular purpose and you should look at whether
you are achieving the purpose rather than looking at the rules alone thus very sacred ok.
The intension behind the rule is what we are supposed to look ok. So, here is something
known as principle of least privileges it tells you that never open up access to all the

people, all the time and make them very independent ok.

So, you should only give the information or the packets that user want it should be least
privileged. And if someone wants to get a higher privilege its better they actually apply
for it and get it ok. The second thing that you the third thing that you should know is that
you should do defense in debt ok. So, it is not a question of just blocking the packets you
should also try to lock packets and then try to analyze if you find something fishy its
better you go to the depth of it rather than say for example, many times what happens is

that we are covered by some kind of an insurance.

So for example, let us say you have an accident insurance policy it is true that many

insurance policies say that you can have n number of accidents and still your insurance



would be paid and you do not feel happy about it. For example, I have a car and I can
have some n number of claims within a year it does not mean that I should bang

everyone and then make the claim again and again and again.

For example, if someone comes and hits my car more than once or a twice or a thrice
then actually there is a suspicion that either you are not driving well or you have a bad
luck in your life. So, you have to go in depth and find out whether there is a problem

with your driving or I mean fate is that your car you are not lucky with your car ok.

So, that is known as so whenever there is a symptom just go to your root cause just do
not just leave the symptom as it is and then cure the symptoms to say that [ am very
happy about it. Similarly in this kind of firewall configuration protection must be the key
ok. So, that is why you have to go to defense in depth ok. So, once you are able to
protect the network; you actually come out of lot of hassles if you are not going to
protect your network you are going to be in deep trouble because once an incident is

happened ok.

Then you have to spend lot of time identifying why the incident has happened; be you
have to ensure that the incident does not repeat again. So, being proactive is the key here
ok; so, by protection you are being proactive once I am breached definitely no one’s PC
is safe as I told at the beginning of this network security section everyone’s PC is
vulnerable, but the question is if you are attacked are you able to detect why you have

been attacked.

And you should also detect who has attacked you ok. So, this is what you are supposed
to do with the help of firewalls there are lot of features in firewalls other than what we
have discussed. Because this is a sort of overall course on network security; we are just
introduced this concept of firewall how to actually configure it is much more to the this
ah. So, please go ahead and spend some time reading about firewalls intrusion detection

and prevention system.
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.
Avoiding Locking Yourself

Scenario: You are going to make changes to the IPTables policy
rules. You want to avoid locking yourself, and potentially
everybody else out too (this costs time and money).

Tips #1: Take a backup of your IPTables configuration before
you ever start working on it.
@ /sbin/iptables-save > /root/iptables-works
Even better, include a timestamp as part of the file name:
@ /sbin/iptables-save > /root/iptables-works-'date +%F
© You get a file with a name like
/xoot/IPTablesworks-2014-04-14.
If you do something that prevents your system from working,
you can quickly restore it.

@ /sbin/iptables-restore <
/root/iptables-works-2014-04-14

So, what are all the good rules that someone must follow? So, the first thing that you
should do is avoid locking yourself ok. So, these are some of the good practices that you
like to follow please be hands on try more rules as we discussed in the class, try more

rules with your firewalls and see how the firewalls work.
Thank you very much.

Welcome to this section on network security and forensics. So, we were looking at how
to install firewalls? How to work with firewall rules? What are the rules and how do you
ensure that you use the firewalls in a nice manner to protect your organization as well as

detect any issues that might come up.

Now we will look at some of the good practices and we will also spend a few minutes on
what all the different types of logs that one could get and how why we should write
uniscripts, basescripts continuously to keep us updated; because the whole job of
collecting the logs and doing the forensics as we had seen earlier is extremely difficult
unless you automate it and you have bunch of tools you are going to find it difficult to

solve any problem ok.

So, the most important thing that you should do is to avoid locking yourself when you
are using this kind of tools like firewalls and intrusion detection systems etcetera. First

thing we do is always take a back up of your IP tables configuration before you ever start



working on it ah; I think we did that in our previous demo, but not during the IP tables

demo ok.

So, we just wanted to caution you that the when the second time that we use we never
took any backup which has (Refer Time: 17:20) and modify the tables just like that
where as in smart demo actually we made a copy of it and then use the copy if you
remember correctly ah. The other things that you should do is always save the IP tables
or or your configuration with the timestamp because you should use the latest I mean

your latest configuration file should be available if in case you face any problem ok.

And if you do something that burns your system from working when quickly restore it.
So, you can restore it to this particular date etcetera and make a copy of this and store it
separately; do not store it in the same machine because if your machine gets attacked you
would lose this configuration its better you I have a backup of the configurations

somewhere.
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Tip #2: Put specific rules at the top of the policy and generic
rules at the bottom.

The more criteria you specify in the rule, the less chance you
will have of locking yourself out.

@ iptables -A INPUT -p tcp --dport 22 -s 10.0.0,0/8 -d
192.168.100.101 -j DROP

Avoid generic rules like this at the top of the policy rules:
@ iptables -A INPUT -p tcp --dport 22 -j DROP
There are plenty of ways that you can be more specific.

For example, using "-i eth0" will limit the processing to a single
NIC in your server.

This way, it will not apply the rule to eth1.

Put specific rules at the top of the policy and generic rules at the bottom and I think we
discussed this lot in the previous section ok. The more criteria you specify in the rule the
less chance you will have a locking of yourself out ok. So, you need to be ah; so, because
if you make very specific rules the chance that that specific rule will be applied is will be

a very less ok. So, you could use some other for example, I am blocking a specific port



then I could ask if I get blocked then I as well reconfigure to some other port and then

enter the machine ok. So, that is what we need ok.
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Tip #3: Whitelist your |P address at the top of your policy rules.
This is a very effective method of not getting locked out.
Everybody else, not so much.

@ iptables -I INPUT -s <your IP> -j ACCEPT
You need to put this as the FIRST rule in order for it to work
properly.

Remember, "-I" inserts it as the first rule; "-A" appends it to the
end of the list.

So, the Whitelist your IP addresses are top of your policy rules; whitelist tells you that
yes this is allowed. So, your IP address should be allowed for any activity for example,
your machine your laptop must be allowed for any activity to configure in the firewall or

some other place and all other IP address packing for administrative privileges should be
blocked.

So, you can bring a rule says that ok. So, only if I login from my network you will get a
administrative privileges if you or login from my laptop you will get a administrative
privilege always have a back up laptop also for login in ok; you need to put this that

accepting your IP address as a first rule in your file ok.

So, minus I inserts the rule if you remember we have put it and minus A appends the

rule.
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Tip #4: Know and understand all of the rules in your current
policy.
Not making the mistake in the first place is half the battle.

If you understand the inner workings behind your IPTables
policy, it will make your life easier.

Draw a flow chart if you must.

Also remember: What the policy does and what it is supposed to
do can be two different things.

One all these rules must be generated based on your organizational policy ok. So, this is
true for snort this is true for firewalls ok; you should not introduce any rules which is not
there in the policy. And if the policy does not sufficiently cover the security then escalate
it and get it covered rather than introducing your own rules which does not stick your

policies because there could be legal implications if you do that.

And getting the rules every time you configure the rules remember we gave you a
command for checking the rules ok; please use that command, check that there is no
syntax error in the rules and then apply the rule. Because the usually have this option of |
think I 1 mentioned earlier also that if step two does not work we all goes to step three

and then try to see whether step three works instead of step two working.

Now, that should be avoided when you configure this kind of firewalls and other thing is
please understand what is the rule chain it is better have a flow chart a it is like a
programming language. So, even if you take snort or if you take this IP tables it is what

is specific as a rules is a sort of programming language.

And remember programming languages and programming you do it for others not for
yourself ok. So, if you are not there will the other person will able to understand this
whatever rules you are written that should be priority in mind rather than I am brilliant

guy I have got a great rule and nobody else can understand what my rule is.



So, that that does not work in this kind of scenario especially in the area of security ok;
the other thing is you have to match the policy with the rule ok. So, sometimes what
happens is what the policy does and what is supposed to do can be two different things
ok. So, this is exactly what I was telling you even if you have a rule see the intension

behind the rule not the rule by itself ok.

(Refer Slide Time: 21:32)

Restricting an IP Address Range

Scenario: You're employees are spending too much time on
Facebook and not getting their work done.

You want to block access to Facebook.
Tip: Use this process to block access to Facebook.

@ Find out all ip addresses of facebook.com:
host -t a www.facebook.com
www. facebook.com is an alias for star.clOr.facebook.com.
star.clOr.facebook.com has address 31.13.65.17
whois 31.13.65.17 | grep inetnum
inetnum: R 64,0 - 31,13.127.255
I

So, here is an example of. So, you are employees are you know that your employees are
spending too much of time on Facebook and not getting their work done. So, you want to
block access to Facebook ok. So, this is an example of how I can block access to
Facebook ok. So, here it says host minus t minus a w w w Facebook dot com. So, it says
that Facebook is an alias for star dot ¢ 1 O r then is an IP address of of 31 dot 13 dot 65
dot 17, whois so, grep I net num ok. So, it has bunch of numbers. So, what you can do is
you can go ahead and block this whole set of stuffs and ensure that your Facebook is

blocked for the organization ah.

Well many times people will login to some other public IP server and then login to
Facebook ok. So, this always the challenge always a challenge for a network security
specialist as an administrator, the more smart you try to become user become much more
smarter than you. So, this kind of a attitudes that you have to live this is where it is very
challenging. So, here is the other way of blocking; so, you can tell your organization that

I am going to block it between this time and this time.
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So, only between 12 and 1 during suppose it is a during lunch hour I can open up
Facebook access and not for the rest of the time. So, here is small a example sometimes
for example, some organizations will tell you that overall you can access only 10 minutes
of a time you can go to Gmail and then login. So, those kinds of rules can be framed

using firewalls.

(Refer Slide Time: 23:14)

So here is an example drop all TCP, UDP traffic during service hours between 2 and 3

that is for maintenance task which not be disrupted by incoming traffic. So, sometimes if



you remember the net will be down that is what people say. Now how do you make the
net down I mean you can either have wire and pull all the wires out or you can use the
firewall which tells you that between this time and this time no network traffic should be
allowed inside my network. So, that I drop every packet and you do the task whatever

you want to do and then rest of that traffic.

So, this is another way of using the firewall. So, these are three different examples of

using the firewall and the rules.
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Limiting Connections with IPTables

Scenario: You suspect a bad actor is attempting to DoS your
webserver.

Tip #1: You can restrict the number of connections a single IP
address can have to your webserver.

@ iptables -A INPUT -p tcp -syn -m multiport --dport 80,443 -m
connlimit --connlimit-above 20 -j REJECT --re]ect=WiEhs
Eepsreset

You can also have one more ok. So, you suspect you suspect there is a DoS attacks that is
happening on your web server. So, how do I block it. So, here is a rule that can that can

block the DoS attacks. So, here is a example of a rule [ mean try to interpret this rule ok.

So, it says something like connection limit about 20 then you go ahead and reject it and
then reject it with a tcp reset. So, so and what is the connection limit and then etcetera.
So, so the idea is that; so, here you can use your firewall to block the DoS attack. So,
remember we had a rate limiting of other way is you can you can do a rate limit here
under many options available this is exactly what we are telling. So, what is the policy
based on that you have to apply the rule either you rate limit or if it goes beyond you just

reject it. So, these are all choices that are available to you.

So, how you configure what you configure depends on your organization policy.
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nnections to port

-p tcp -m multiport --
BiliEecent —=scE

-p tep -m multiport
-m recent --update

P

Here is the other example you can drop incoming packets with the IP address makes
more than 10 connections to port 443 in 100 seconds. So, it is like there is heavy traffic
how do I ensure that lot of people do not come in and then use my resources ok. So, here
is an example of if you have more than10 connections within100 seconds; I can just drop

the packets these are the ways in which you can use your firewall.

Before we conclude this session I would like to briefly explain to you about log
management. Because all the time we have been looking at and relying on logs there are

various logs that are available what is the importance of log ok.
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Importance of Log Files

+ Benefits

- Logs provide clues about performance issues, application function
problems, intrusion and attack attempts etc.

- Thelogs provide vital inputs for managing the computer security
incidents, both for Incident Prevention and Incident Response
Benefits

- When responding to computer security incident, logs provide leads
to the activities performed over the system

- Facilitates cyber crime investigation
+ Determine the activity
+ Determine the origin of attack

It provides performance issues, application function problems it identifies application
function problems, intrusion detection prevent I mean attack atoms etcetera ok. And we
are not going to get as you are seen we are not going to get one log I mean unless you
use a master log server where everything gets locked to the particular server we are not
proceeding that fashion. So, as a forensic investigator you have to get all the logs that are
available and then combine them together and then to draw the event on the time lines

ok.

So, essentially what is important is the time line. So, here the logs provide vital inputs for
managing computer security incidents both for incident prevention and incident response
benefits ok. And responding to computer security incident logs actually leads to the
activities performed over the system we saw an example of it we also mention that you
are supposed to use you can even buy commercial tools to look into this to make your

life easier ok.

So, the logs actually facilitate cyber crime investigation it helps you to determine what

activities happened and what are all the origins of attack etcetera.
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* System Log
* Application Logs
« Firewall logs

+ IDS/IPS logs :
« Application Server Logs
- Web server 4

- Mail server
- Database server

Here are the log sources that we had looked at we are looked at system logs I mean we
will just briefly explain about system logs ah. Especially the syslog file of Linux or Unix
then you can also have your application log we knew how to give logs for firewall then
we saw some examples of firewall logs we saw some examples of Ids and IPs logs

application log will include web server, mail server and database server.
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+ Format
- W3C
- NCSA
- Common Log Format
~ Combined Log Format
- Syslog

- Event logy
¢ Type, level

+ Access log, Error log
+ Time stamps

See there are various log formats usually the format will be like it will have a timestamp

say for example, the following the given the one that we have shown here is an example



of NCSA log which is provided by a web server kind of it is known as the common log

format NCSA common log format.

It tells you the IP address and then the user identifier and who is the user and the then
what time the user has try to do something, then it tells you the what is the request that
you got what is the error message that was sent and what is the size of the packets that

you received.

So and so, these kind of log will have structured format and many of the other things. So,
that makes life easy for us to parse and for example, sed using commands like sed, and
all those things if you remember we use that in your snort to comment out bunch of rules

ok. So, , you could have these kind of the log formats could be in various formats.

So, you should make out use some kind of parser or which we have discussed I mean
that is why we actually had a section on shell ok; you might have to use that kind of a
parser to lock these, but most important thing is they will all have timestamps and they

must be configured out timestamps.
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Windows Logs

* Security Logs
- valid and invalid logon attempts

— resource use such as creating, opening, or
deleting files or other objects

* Application Logs
— events logged by applications or programs
— Depends on developer
« System logs
- events logged by system components
- Ex: Functioning of drivers

Windows OS might provide you security logs like valid and invalid login attempts ok;
resource usage such as creating a file; opening a file; deleting a file and other objects.
Then it could have a applications logs such as the events that are logged by applications

ah.



But many of the application logs usually I mean they have some seven information levels
and you can actually tune the application to dump what kind of information you want to
have ok. Then there are this system logs whether the drivers are functioning whether

your system has those drivers etcetera.
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+ Web Server logs
- Error Logs
- Access Logs

+ Mail Server logs
- Connection Status

- SMTP c1ueues
- Protocol Status (IMAP, POP3, SMTP)

+ FTP Server Logs
- Current logins
- Commands executed
~ File uploaded and downloaded

+ Database Server Logs
- User activity
- Objects accessed
- Creation of new tables, databases, etc..

With respect to application server logs you could have error logs and web server logs
then mail server FTP server database server. So, all these logs have to be parse through.

So, you should have some sort of a script which can pass through all the logs ok.
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+ Non availability of proper logs
—No auditing
— Insufficient security
- Poor management of Logs

+ With logs available
-Volume
- Storage space, portability
- Skills




Use tools like grep, awk, sed and then get the required requested information that you
need from these kind of logs ah. So, what are the challenges in this kind of log file
management or network forensics? Sometimes you may not have proper logs available
or the logs may not been audited or remember I mean if you have a read write access to
all the logs; I mean then someone could have inserted the data. So, it may not be

acceptable as a forensic evidence, if your log permissions is not ok.

So, that is something then there have been cases where you copied logs and while going
to the court of law I mean the when you put it in front of the judge nothing works. So,
poor this could be poor management law like you copy, but you do not test whether copy
is or not. So, these are all simple thing which can costs something in terms of network

forensics.

If, but in case the logs are available then you have other set of problems what is the
volume of data you are supposed to carry ok. And how are you going to store it safely
and I mean what if particular version of the OS is not available. For example, DoS file
format take it there will be a control m at the end when you load it on Unix. So, there
will be always be a control m that comes at the end of every lines that looks odd ok. So,
for a technical person yes you can answer, but suppose let us say a person is not technical

and this is a person who is making a judgment on whether the case are right or not.

When you sees the control m says this is something new; so, you have created it. So, this

kind of stuff can happen.

http://www iitg.ernet.in/cse/ISEA/isea PPT/ISEA 02 09/Log

%20Management.pdf
3

Domain logon attempt failures
Event IDs 675 and 677

Creation of a user account. Event IDs 624
and 626

User account password changed
Event IDs 627 and 628
User account status changed

An attacker may attempt to cover their tracks by disabling or deleting
the account used during an attack. All occurrences of Event IDs 629
and 630 should be investigated to ensure that these are authorized
transactions. Also look for occurrences of Event ID 626 followed by
Event ID 629 a short time later. This can indicate that a disabled
account was enabled, used, and then disabled again.




Here are some examples of how event IDs could help to identify. So, here are things say
let us say event ID 529, 530, 531, 32 so; that means, you are supposed to classify the
logs and identify what has what is correct? What has gone wrong and things like it. So, it

is better you prepare something like this ok.

So, these are all the local login attempt failures these are all misuse atoms these are all
the logout attempts ok. And then you write a report on all these things I mean if you
remember many of the security people they note down what vehicle is going on, what
vehicle is coming back. So, this kind of log at the end of the day its better network
security administrator keeps. So, that tomorrow in terms of any forensics this will help

here is another example ok.

You can have a very detailed discussion of the slides that has given there it is one of the
wonderful set of slides by sed dot in and they have given more on this log file

management.

(Refer Slide Time: 32:09)

Unix syslog

+ A comprehensive logging system, used to manage
information generated by the kernel and system
utilities

+ Allow messages to be sorted by their sources and
importance, and routed to a variety of destinations:
- log files, users’ terminals, or even other machines

+ Syslogd - the daemon that does the actual logging

* /etc/syslog.conf - configuration file

Ah Most important thing is the Unix syslog a comprehensive logging system used to
manage the information generated by the kernel and the system utilities ok. Even when I
write an application I can I can take the syslog service and then I can merge myself into
the syslog service it is a syslog is a daemons syslog d is daemon number that is running. I
can attach my processor to a syslog daemon. So, whenever I want to give some messages

the syslogs will take care of logging it in a proper format ok.



So, when you are developing application programming in Unix, try to use Unix syslog.
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+ Dec 27 02:50:00 bruno ftpd [27876]:

open of pid file failed: not a directory
b

+ Dec 27 02:50:00 - Time stamp

* bruno - Terminal Name

* ftpd - Application Name

« 27876 - Process id of the Application

+ open of pid file failed: not a directory
- This is the message text

So, here is an example of a syslogs. So, it tells you that what timestamp at what terminal
what is the application name that try to access and then why it failed etcetera it because it

fail because it is not a directory.
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So, here are some references for whatever sessions that you have done ah. If you look at
this we are not endorsing everything, but these are something great to have ok. So, for IP

tables for example, you can go to netfilter dot o r g to download the latest IP tables and



have look at the manuals there ok. So, here is the real time IP table monitor, you can go
to that particular website and then see what is there then source forge dot net has firewall

report ah.

Essentially these things will make your life much more easier to work with I hope you
enjoyed the this section on network security and forensics. So, as a concluding note ok;
so, we will say there is lot to learn in this field not only should be the forensic person
adapt in solving problem you should also understand how a network should be

configured.

So, for example, why should as a forensic person learn about snort and IP tables ok. So,
one yes when you go for forensics, you will know what data to collect and if if other
person does not know you can teach them. Second you can when you submit the forensic
audit report you can also say that an organization should have gone in for these kind of

changes and that is very important.

So, unless you I mean that is a telling the organization how to prevent the attacks ok. So,
and there unless you know the tools you will not be able to prepare such a report. So, if
you want to prepare a comprehensive report on not only why the attack has happened,
but also how to prevent it the knowledge of use of these kind of tools is very essential.
And that is why we introduce the some of this tools during the course hope you enjoyed

this section.

Thank you very much.



