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Lecture - 15
Safety Properties

In module 2, we look that properties as a set of words. In module 3 we saw a special kind
of property called invariants. Invariants contain words in which every letter satisfies a
condition. In this module we will see an extension of invariant properties called safety
properties.
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Atomic propositions AF

Property is written as G (p, — Xp, )

Above TS satisfies this property

We will start with an example, consider this transition system that we are familiar with
we want to check this property it says that always if p1 is true then in the next step p2 is
true. Lets us look at some words which satisfies this property. Look at this word here p1
is true then in the next step p2 should be true yes indeed, here p1 is true. So, in the next
step p2 should be true, here again p1 is true so p2 should be true here, here p1 is true so

p2 should be true here and so on.

In this word p1 is never true so we have nothing to check same for this word. Since p1 is
never true we have nothing to check the condition just says that if p1 is true then in the

next step p2 should be true. How do we specify such properties? Let me introduce the x



operator for always we have g if p1 is true then so p1 implies xp2 this will check that if
pl is true then in the next step p2 should be true. It turns out that this transition system

satisfies this property that means the traces of this transition system are words of this

form.
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srivathsan:NuSW sri$ NuSMY -int request-busy-demo.sav

wxx This is MuSMV 2.5.4 (compiled on Fri Now 23 21:36:86 UTC 2812)
s Enabled re: COmpass

a4 For mor tion of NUSMV see <hWttp://ndsmv. fbk.ee

s or emal nusmv-usersglist, fok, eus,

ws Please report bugs to <nusev-usersifbk,eus

=% Copyright (c) 2018, Fondarione Brund Kessler

exx This version of MuSMV is Llinked to the CUDD Library version 2.4.1
we Copyright [c) 1993-2884, Regents of the University of Colorado

wee This version of NuSMV i3 linked to the MiniSat SAT solver.
o4 S6¢ hitp://www.c8.cholners.se/Ca/Research/FormaMethods MiniSat
s Copyright (c) 2083-2003, Niklas Een, Miklas Sorensson

VSMY > go

WuSMV > check_Ltlspec -p “G (requestsTRUE -» X (statussbusy))

— specification G (request = TRUE -» X status = busy] is true
NuSMY =

. _________________________________________________________________________|]
Let us now check this property in NuSMV. NuSMYV request go the command is the same

check Itl spec minus p and now we want to check that if request is true implies the next

step status is busy. Indeed NuSMV confirms that this specification is true on the

transition system.
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X operator

» Always: if p, is true then in the next to next step p, is true

» F(p, AX—p,)

» Somewhere: p, is true and in the next step it becomes false

» G(Xp,—p,):

» Always: if p, is true then in the previous step p, is true




Let us look at some examples of using the x operator this property says that always if p1
is true then p2 is true in the next to next step, the single x goes to one step forward. If you
have one more x this means that if p1 is true then the next to next step p2 is true. If you
remember f, f says that somewhere p1 and x of not p1 is true that means somewhere in

the execution p1 is true and in the next step it becomes false.

So, an execution satisfies this if at some point there is a p1 and in the step p1 is gone.
What about this property, this says that g of x of p2 implies p1, this says that if p2 is true
than the previous step p1 is true, this says that if next of p2 then p1 that means if p2 is

true in the next step p1 should be true now.

In other words if p1 is true then in the previous step p1 sorry if p2 is true then in the
previous step p1 should be true. The point of this slide is to give you examples of just
using the x operator it is a very simple operator and I hope that the usage of this is clear.
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while a <= 20 whileb <= 30
a = a+l b:=b+1
b := b+2 ar=a+32

ars a+l bi= bl
bi= b2 n.-:-?l: ai= a2 b(-jo

weck: Whenever a 2 10, in the next to next step b 212

Now, lets us look at another example there are 2 parallel programs communicating
programs over variables a and b this checks if is a is less than or equal to 20 it increments
a by 1 and b by 2, this one checks if b is less than equal to 30 and increments b by 1 and a

by 2 these are the program graphs corresponding to these programs.



We want to check some properties on the system consisting of these 2 programs we want
to check if whenever a is bigger than or equal to 10 in the next to next step b becomes
bigger than or equal to 12, this is the property we want to check.
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Atomic propositions AP

Check: G (p, — XXp, )

¥

NuSMV demo

So, first let us define appropriate atomic propositions we will define 2 atomic
propositions, the first proposition says that a is bigger than or equal to 10 and the second
proposition says that b is bigger than or equal to 12 and the property that we want to
check is g f of p1 implies x xp2 and the model is the interleaving of these 2 program
graphs. Let us now specify these program graphs in NuSMV and check this condition.
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MODULE progl(a, b}

WAR
lecation: {I1, 12);

ASSICN
init(location) := 11;
nextilocation) = case
locations=11 & a <= 20: 12;
location=I12: 11
TRUE: location,
esac;
néxt{a) \= case
location=12: a + 1
TRUE: a.
esac
nextib) .= case
location = 12: b + 2
TRUE: b,
esac

MODULE prog2(a,b)

VAR
location:{m1, m2}
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Let us now define the module for the first program, program 1 it takes as input 2 integers
the variables are given by the location 11, 12. Here is the transition function the initial
value of location is 11,the next value of location is as follows. If location is 11 and the
value of a is less than or equal to 20, then go to 12. If location is 12 then go to 11 in all
other cases just stay in the same location. What about next of a, if location is 12 let us

look at the program graph.

If location is 12 then a becomes a plus 1 b becomes b plus 2. So, a goes to a plus 1 if
otherwise that’s all otherwise just keep it a. Now, what about b if location is 12 then it
goes to b plus 2 otherwise keep it b. Now, let us write the other program it will be similar
it has locations m1, m2 initial value of location is m1. Now what about the transition it is
similar lets try to copy this, if location is m1 and b is less than or equal to 30 then go to
m2, if location is m2 get back to m1 in other cases just stay.

(Refer Slide Time: 09:58)

location=11 & a <= 20: I2;
location=12: I1;
TRUE: lecation
e5ac;
nextia) (= case
location=12: a + 1;
TRUE: a;
esac;
nextib) := case
location = 12: b + 2;
TRUE: b;
esac)

MODULE prog2ia,b)

VAR
location:{m1, m2};

ASSICN
initflocation) ;= mli1
next{location) ;= case
location=m1 & b <= 30: m2;
location=m2: ml,
TRUE: location
e5ac;

IR et LT (T

How does it modify a and b, let us first copy this from m2 to m1 it increments b by bl
and a by 2.
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location:{m1, m2},

ASSICN
init{location) ;= m1l;
nextilocation) ;= case
location=m1 & b <= 30: m2
location=m2: ml,
TRUE: location
2sac;
next(a) ;= case
location=m2 & a <= 98 a + 2;
TRUE: a
e5ac;
next(b) = case
location =m2 &b <=99 b+ 1,
TRUE: b;
e5ac

MODULE main

VAR
0.. 100;
0.

Fy
b: 0 .. 100;
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So, if location is m2 increment a by 2, if location is m2 increment b by 1. Now, let us

write the main module and define variables a let us give the bound from 0 to 100.

Therefore, whenever you do a change we need to also check the boundary condition you

can increment it by 2 only if a is less than or equal to 98 here b is less than or equal to 99.
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MODULE proglia, b)

VAR
location: (11, 12);

ASSICN
init{location) = |1,
nextilocation) ;= case
location=11 & a <= 20: [2;
location=12: 11;
TRUE: location,
esac;
next{a) .= case
location=I2 & a <=99:a + 1;
TRUE: a
esac;
nextib) := case
location =12 &b <=98 b + 2,
TRUE: b;
esac

MODULE prog2(a,b)

VAR
location:{m1, m2}

ASSIGN
init{location) ;= ml;

next{location) ;= case
VIS b deh i T (A (Tisl i

Similarly, here a is less than or equal to 99 and b is less than or equal to 98. We now need

to define the processes let us call them prl is a process. What was the name program 1

over a comma b, pr2 is process program 2 over a comma b, we just need to assign the

initial value of a and the initial value of b. Let us now save this and try to run this

program in NuSMV.
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srivathsan:NuSNV sri$ NuSMV =int two-progran-demo.smw

wrs This is MuSMV 2.5.4 (compiled on Fri Mov 23 21:36:86 UTC 2012)
#ss Enabled addons are: compass

=s For more information on MuSMV see <http://nussv, fbk.eus

s OF emall 1o «huimv=usera@list. fhk.eus.

ss= Please report buQs to <nusev-users@ibk.eu

wee Copyright (c) 2019, Fondazione Brumo Kessler

=== This version of MuSMV is linked 1o the CUDD library versioe 2.4.1
wes Copyright [c) 1995-2004, Regents of the University of Colorado

ws¢ This version of MuSMV is linked to the MiniSat SAT solver.

ssa See hULp:/ /v, c8.cholmers. se/Ca/Research/FormalMethods/MiniSat
wes Copyright () 2003-2005, Niklas Een, Niklad Sorensson

WARNING === Precesses are still supported, but deprecated.
WARNING === In the future processes may be no longer supported. s
WARMING =s= The model contains PROCESSes or ISAs, wew

WARNING === The HAC hierarchy will mot be usable, ===
NusHv = I

So, NuSMV minus int, go there are no errors. Let us now check the property g of pl
implies xxp2 where p1 is a bigger than or equal to 10, p2 is b bigger than or equal to 12.
(Refer Slide Time: 12:52)

srivathsan:NuSTV sris NUSMV =int two-progran-deno. smv

vz This is MuSMV 2.5.4 (compiled on Fri Nov 23 21:36:86 UTC 2912)
#=s Enabled addons are: compass

«+ For more information on MUSMV see <Mttp://nusav. Tbk.ew

was oF email to enusav-userslist. fbk.euw.

wns Please report bugs to <nusev-usersgfbk.ew

= (opyright (c) 2018, Fondaziome Brumo Kessler

sxx This version of NuSMV is linked to the CUDD Library versios 2.4.1
wen Copyright (c) 1995-2084, Regents of the University of Colorade
#es This version of NuSMV is Llinked to the MiniSat SAT solver.

wse See hitp://wew.ci.cholners. se/Cs/Research/FormaMethods/MiniSat
wss Copyright () 2803-2005, Niklas Een, Niklos Sorenssen

NuSMV > go

WARNING === Processes are still supported, but deprecated.

WARNING === In the future processes say be no longer supported. wes
WARNING =e= The model contains PROCESSes or I5As, wes

WARNING =s= The HRC hierarchy will not be usable. wes
NuSMV = check_Ltlspec =p "G (a»=10 == X (X bs=12)} =

|
Check lItlspec minus p, g of a bigger than or equal to 10 implies x, x b bigger than or

equal to 12. It says that the property is false and it gives us a counterexample. Let us try
to understand this counterexample it starts with both a and b 0 and both of them at 11 and
ml, initial state and then process to increments a by 2 and b by 1.
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WARNING === The HRC hierarchy will mot be usable.
NuSMV > check_ltlspec -p "G (a>=18 -> X (X b>=12))

specification G (a »= 10 -= X ( X B> 12])) is false
== g8 demonstrated by the following emecution sequence
Trace Description: LTL [H-IﬂLF'flﬂ'ﬂl-F
Trace Type: Countérexanple
» Stater 1.1 <

a=@

=@

prl. lecatisa = 11

pri. location = al
=> Input: 1.2 =

process_selector_ = prd

running = FALSE

pra. runilng = TRUE

prl.running = FALSE
=» State: 1.2

pra. location = a2
=> Input: 1.5
== State: 1.5 ==
=4
b=2
pra. location = w1l
> Input

-
"
o

Again process 2 increments a by 2 and b by 1 and so on this keeps going till process 2
becomes bigger than 10 but b is still 5.
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WARNING === The model contains PROCESSes or ISAs, ===

WARNING =+ The HRC hierarchy will mot be usable, w=e

NuSMV » check_Ltlipec -p "G (s>=18 => X (X ba=12)) *
specification G (a»= 10 =» X [ X b »= 12)) is folse

as demomstrated by the following emecution sequence
Trace Description: LTL Counterexample
Trace Type: Counterexample
=» State: 1.1 <=

a=@

b=a

pri. location = 11

lecation = al

1.2«
process_selector_ = pri
running = FALSE
pr,running = TRUE
prl.running = FALSE

== State: 1.2 <-

=» State: 1.5 ==
amd
b=32
pra. locatl

> Input:
-> State:
pri. loca
- Input: 1.7 <- |

This shows that the property is not true and here is a trace which exhibits the violation.
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Coming next: idea of safety properties

We have seen examples of properties using the x operator we will now give you the idea
of safety properties.
(Refer Slide Time: 13:57)

Property 1: if p, is true, then p, should be true in the next step

Property contains all words where something bad is absent

Property 2: if p, is true, then p, should be true in the next to next step

Property 1 was if property 1 is true then p2 should be true in the next step. What is a
violation of this property? What is something bad for this property if there is a word
which has p1 and in the next step there is no p2 then this situation is something bad for
this property. Similarly, look at this property if p1 is true then p2 should be true in the

next to next step. What is bad for this property?



Any word like this where there is a p1 followed by something followed by set where p2
is not there this kind of a pattern is something bad for this property. And this property
contains all the words where something bad is absent essentially this property contains all
the words which do not start with a bad pattern.
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Safety properties

AP-INF = set of infinite words over PowerSet(AP)

P: a property over AP

AnAAAANN~] p Hpsl
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P is a safety property if there exists a set Bad-Prefixes such that

P is the set of all words that do not start with a Bad-Preh

This is the characteristic of safety properties. Let p a property over atomic propositions
ap that means it is a set of words over powerset ap, p is a safety property the set of words
p is set to be a safety property if there exists a set of bad prefixes such that p contains or
other p is exactly the set of all words that do not start with a bad prefix. Let me repeat this
again a property is just a set of words, When do you call this property to be a safety

property?

That is what I am going to explain now, this property would be called a safety property if
you can come up with the set of bad prefixes such that, p is exactly the set of all words
which do not start with a bad prefix. For example this was the set of bad prefixes all
words where there is a p1 followed by not p2 the property 1 contain all words where this
bad prefix is absent. Similarly, property 2 is exactly the set of all words where this bad

prefix is absent rather the set of bad prefixes all words where this pattern is present.



This explains the nomenclature safety properties these can be used to verify if something
bad never happens.
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Invariants are special cases of safety properties

Property: Always p, is true

AananAAs- |

Note that invariants are special cases of safety properties where the bad prefixes
dependent only on one set. The property always p1 is true a bad prefix for it is a word
which contains not pl in the sense that a word where pl is absent. These are not
invariants because here you need to have an idea about the following set. In particular
remember that we said invariants can be checked by looking at just the states just the

reachable states.

In the case of safety, this is not enough we will see how safety properties are checked
later during the course.
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Safety properties

Avoiding bad prefixes

X operator

In this module you just need to remember that safety properties are properties which are
wide bad prefixes they contain all words that avoid some bad prefixes these properties
can be used to check that something bad never happens. A very useful operator for such

properties is x where x can be used to go to the next step.



