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We have to answer ((Refer Time: 00:14)) the where do you want to insert the code 

((Refer Time: 00:18)) these are questions which are related to the problems, which are 

trying to solve. 

(Refer Slide Time: 00:13) 

 

And the third question is actually, how do we actually do about inserting in extra code. 

They will be various approaches and source code instrumentation and started by 

instrumentation. We saw the draw backs of these. And the most popular course for 

instrumentation dynamic by the instrumentation. This is similar to the single digit 

comparison a expect that sometimes comparison, we said that we have generating code 

from byte code to machine code. 

And dynamic by instrumentation, we have generating code from machine code to 

machine, while doing this generating this codes, we can the instrumentation in this insert 



from extra instruction extra code in the application. We are learned about ((Refer Time: 

01:17)) dynamic binary instrumentation ((Refer Time: 01:19)), it provides a set of pi to 

19 C or C plus plus all an instrumentation. And this instrumentation is about pen gives. 

So, pen gives actually modify they are behind the thought of that means, they modify the 

code generations mass binary code. So, as I told you that pen tools are C or C plus, plus 

application, they consists of two types of routines, instrumentation routine and analysis 

routine. An instrumentation routine are called by pen when ever pen is about to generate 

code for an instruction. So, these an instrumentation routine investigate the started 

properties of the application. 

And it decides to internet, what to this to add some extra code, but once you insert a call 

to analysis routine or not. And if, so it asks pens are actually inject a call to analysis 

routine. And analysis routine, we actually define, what the instrumentation to what to do 

people? So, what code, we had instrumenting that is actually the analysis routine. And 

important point was that, a pen tool actually register the contract with pen that what 

instrumentation routine to use? 

So, do you understand what the call back means by a call back. So, call back is in a 

normal programming we actually call a functions, that function is executed at the same 

time will be call the functions. So, that is ((Refer Time: 03:33)) instrument execution. 

Then, call back, we through call back, will gives the actually register with the end time 

engine. That this is the function that you have to execute and it is up to the end time 

engine, then it is wants to execute that function. 

So, just like a synchronize execution of functions. So, pin tools are registering with pen, 

what is the instrumentation function that will have to call. And pin will call the 

instrumentation function will never it is about to generate the code. 



(Refer Slide Time: 04:16) 

 

So this is, how we launch pin we give with the dash t to ((Refer Time: 04:20)) specify 

the pin tool and after the double dash which specify the application, that we want to 

instrument. We can attach pen to already an in process, through supplying the dash p i d 

argument to pin. Then, we saw a pen tool which was 

Student: The pen actually which was compiled ((Refer Time: 04:43)) 

It is a dynamic library, which is build for the pen tool. So, we have to build a dynamic 

library. So, make for is a the pen take then there is the sample, make file provide in the 

printed we can directly used ((Refer Time: 05:00)). Most of the time you guys would be 

using modifying the pin tools, which are already de provided. So, all the build make files 

are already there properly. 



(Refer Slide Time: 05:16) 

 

So then, we are trying to see tool which was counting a number of instructions. They 

about to try to do that just before a each instruction. We would trying to insert this 

counter plus plus, whenever so before each instructions about that we are inserted this 

counter plus plus whenever this instruction is about to be executed. The counter would 

be incremented by 1, so this counter is actually keeping track of invalid instruction, 

which are executed by the application. 



(Refer Slide Time: 05:46) 

 

So, this is how it work to, so when it run with ((Refer Time: 05:51)) displays the number 

of instruction that are executed, we are give an instrumenting the ((Refer Time: 05:56)) 

application. 

(Refer Slide Time: 05:58) 

 

So that, this is the code for the INS count, it act so do count is the analysis routine, 



instruction was the instrumentation routine. And here INS add instrument functions, he 

will be registering, the call back for instrumentation routine with pin. So, it is saying that 

whenever pin is about to generate code for each instruction, it should called the analysis 

routine for it. 

And in analysis routine, we were saying that insert a call to this do count function, 

analysis function. Just before the code for this instruction. Insert a call to the do count 

analysis function, and the do count just including the countable and uncountable. And 

then this, you registering a call back for an application end event. This whenever the 

application is about to end the Fini function would be called a Fini function just prints 

the I count value. 

So, focus on this instrumentation call INS insert call. So, the first argument to INS insert 

call functions actually to this function call a pin tooling asking pin tool injector call to 

analysis routine. So, this function takes an input the instruction for which instruction, it is 

asking to inject call the position. This position is instrumentation related to the 

instruction. To see board and then the analysis routine and this is the place marker for the 

end of arguments to insert call. 

(Refer Slide Time: 07:54) 

 



Analysis routine actually specify the position related to an instruction, where pen should 

inject this presentation called is a position related to an instruction, where pin should 

inject a call to the analysis routine. So, this j l e instruction is the branch instruction, so 

the conditional a branch instruction. Here, it is doing the comparison when from flats 

would be insert and j l e would inspect those flats in based on the x will either travels this 

path or to jump to this. 

So, then the instrumentation point is I point. So, the analysis called is injective just 

before this instruction. And then, the instrumentation point is the fall through I point 

after, then the analysis called injected on the fall through edge. By fall through edge 

mean that the instruction, which is next to that instructions in the source program. So 

here, the MOV instruction is next to this j l e instruction in the source program. 

So, this definition of fall through edge actually, so fall through edges may not always 

exist. Suppose, that here it was a conditional branch, so they were two parts. But, it is 

this was an unconditional jump instruction, there would a single part which pin for 

source, only a single control floor path. So, in suppose this was a conditional jump, then 

this path should always be taken. Unconditional jump in this path should always be 

taken. 

So, the fall through edge would not always exist. And, if the instrumentation point was I 

point taken back, then it actually injects the call on the branch taking path, you clear 

about this? 

Student: So, this does not exist, then it is prevent to calls it is psi after. 

It, so suppose fall through does not exist, then instead the path psi after the code actually 

insert the analysis, you called that path does not exists. Then, the ((Refer Time: 10:36)) 

analysis called the path that not exists. Then, these are the second instrumentation to 

trying to pin tool instruction. 



(Refer Slide Time: 10:51) 

 

So, that instrumentation causes just a list of instruct them, so these are the instruction 

addresses, which are executed. We are actually trying to do is that ((Refer Time: 11:02)) 

just before instruction. We go trying to insert the call to this pin tip function, which takes 

the input instruction address and just print. So, there will be passing arguments to the 

analysis function. 

(Refer Slide Time: 11:27) 

. 



So, ((Refer Time: 11:26)) this similar to the last pin tool. So, let us look at the analysis 

routine. In the analysis routine, you will be takes us input the instruction address and it 

just prints in the trace file of the instruction pointer. In the instrumentation routine, the 

((Refer Time: 11:46)) same except that the input arguments to this are no change. We are 

passing an additional IARG instruction pointer argument. 

This IARG instruction in pointer argument actually so, it is like a macro it asks them, so 

whenever this is past the instruction. The address of the current instruction, which we are 

trying to instrument that address would be passed the input argument to the analysis 

routine. So, whatever it is plays after the analysis function, in this function. And before 

the IARG end good we passed at the input to the analysis routine. Here, IARG and IARG 

instruction pointer is passing through. 

Student: So, we need not put pass through IP, we need not tell the group of them. 

It will automatically, so here it know what instruction it is instrumentation. So, it can 

determined on it is on, what is the instruction are those. 

(Refer Slide Time: 13:10) 

. 

They are also the un thumb, so they are lot of a more argument, which we can so suppose 



at we what to pass 32 bit integer value. So in the previous example, you just passing a 

single IARG instruction point, most of time this is not we pass two arguments. The first 

one specifies the type of the argument that we are trying to pass to the answer and the 

second was the actual balance. So suppose at, we want to pass 32 bit integer value to the 

analysis routine. 

So in the arguments, which specify IARG 32 and then in the second argument would be 

the value that we want to pass? So, this is kind of a short hand that in provide. So, here 

we do not have to express these specify the value. We can do something like this we can 

say that IARG address integer, so this is a type for in addresses. So, we are trying to pass 

an address after their instructions and then this is the actual value address instruction. So, 

this IARG instruction point is the short hand for this. 

We can pass these two values, so there is the type of register value and this is the register 

name code two value old bar. Similarly, this is also shorthanded directly determines from 

the current instruction information, what is the branch target the address. An IARG 

MEMORYOP EA, here we specifying an instruction can have from number of 

MEMORYOP EA, memOp is the index of the memory operands and this is the type of 

the MEMORY EA. If the effective address of the memory operand, the many more input 

argument then it should beat the manuals are... 



(Refer Slide Time: 15:11) 

 

Now, it is coming to what we have doing in that, we have been instrumenting each 

instruction in the application. So, we register, so we have been instrumenting rejecting a 

call to the answers from should just before each instruction. So, most of the time, that is 

not necessary, we would actually want to instrumental specific class of restrictions. 

Suppose that we want to do memory, suppose that we want to do cash stimulation. 

So here, we are only interested in instrumenting instruction, which perform which do a 

load or restore. So, we are actually interested no need instrumenting the judges. So, pin 

provides APIs functions through which we can examine and classify whether, what type 

of instruction this is. So, we would use the pin API functions to examine whether an 

instructions a load is doing load only if it is doing a load or restore, we would inject a 

call to the analysis routine. 



(Refer Slide Time: 16:33) 

 

So, this is a pin tool for printing of the memory trace. The memory trace looks like this, 

which line near is the instruction address which did this load pin tool store. And then 

((Refer Time: 16:44)) either it whether it was a load whether it was a read or a write. 

And then the memory address on which it was doing the load or restore. So, it cannot 

taken trace got this was the tool it have been taken from so it understood. 

 (Refer Slide Time: 17:04) 

 



Now, just look at the pin tool, so this is the simple see applications. So, these are the 

analysis routines. So, record amen read, so this will be called whenever ((Refer Time: 

17:17)) so a memory read. And it is printing the first argument is taking the instruction 

point out if you saw in the pin tool. And then, it is taking the address this is the memory 

operand address. The address of the memory operand, it is printing the instruction point 

address the read and then the memory operand. 

Similarly, features record ((Refer Time: 17:44)), I am not shown then ((Refer Time: 

17:50)) report. So, I am only doing instruction instrumentation and the instrumentation 

function is instruction. So, if you look in the instruction function, so this function would 

be called whenever we had trying to generate code for end for an instruction. So, this is a 

pin ((Refer Time: 18:18)) function through which we get the number of memory operand 

this. So, the necessity instruction can perform more than then load store. 

Here, I am counting the number of memory operands in a instruction. So, ((Refer Time: 

18:34)) instruction the more than one memory operand. And then, I am iterating over the 

memory operand. And I am finding out whether it is doing a memory read or a memory 

write. So, ((Refer Time: 18:47)) memory operands can be both the source and the 

destinations, same operand can be use both are the source estimated. So, I check for both 

whether, it is there is no else both are individual with it. 

So, if it is doing a memory read, then I insert a call, so this forget about this INS 

predicated call. INS insert predicated this is almost similar to INS insert path which we 

saw previously. And we pass the INS the instruction, the position instrumentation point 

INS before, then because this is the read so we call the read analysis routine. And then, 

we pass the instruction address just like in the previous. And we have to also pass the 

memory operand. 

So, the memory operand is pass like this, so we IARG memory operand EA and then we 

give the memOP. So, we discuss this previous this is what a short hand and here we are 

passing through a arguments, so the both could be use to pass the second argument. You 

get, what was happening here? And similarly for right, whenever it is a right we just 

changing a calling a memory right an analysis function. 



So here, we are injecting, so suppose that the instruction is doing both read and write 

they say instruction, so we are injecting first to analysis calls to two different analysis 

routines. And, whenever that is about that, if the analysis routine is about to be executed 

it will pass the instruction pointer. And it will pass the memory operand. So now, what 

happens is that the memory operand in most of the instruction, determined at the grunt 

time, when in the instruction is actually going to be executed. 

So, when they are doing the instrumentation at that point we do not know what is the 

memory operands address, that could only be known when the instruction is about to be 

executed. So, first question was actually that, why can we pass see the so when the 

instruction is about to be executed at that point been has to again look up the instructions, 

environment you find out the memory operand. 

Student: ((Refer Time: 21:16)) 

It get so this MEMORYOP_EA and memOP this would get converted into some, if you 

find out the instructions memory operands address. And that would be pass to the record 

memOP. 

Student: Here, I gives and I could also contain terminates the kinds of read and write. 

But here, doing it provides the same address ((Refer Time: 21:47)). 

So, we know that information that before at just like decoding the instruction. 

Student: so that I understand the point out ((Refer Time: 21:54)) 

((Refer Time: 22:07)) so I am not displayed that memory operand. So, we can also pass 

the programs contacts, the execution contact as the input argument to an analysis 

continue. So, we can, 

Student: Admission at our. 



But, the over head of that is petal the pin instrumentation is actually slow ((Refer Time: 

22:34)). So, you we should most of the time do most of the work were in the 

instrumentation time, because that is called once and the analysis routine should act to 

the minimum work. So, are you clear about this? 

Student: So, ((Refer Time: 22:51)) predicate count. 

I forgot, so here we are doing INS insert predicated call I mean, so ((Refer Time: 23:03)) 

call some instructions, which have some predicate before and only the predicate is true, 

the instruction is actually executed. So, the predicated itself a for part of the instruction 

only the predicate is true the instruction would actually be executed. So, this predicates 

are like some conditions are, so talk about grand value. so till now we happening a 

registering a call back to an instruction instrumentation routine. 

So, this function actually said when ever pin was about to generate code for an 

instruction. It should call the instrumentation routine. So, we would actually 

instrumenting at the graduality of each instruction. So, you would calling the 

instrumentation routine for each instruction. The over head of this is quiet last, so pin 

provides as the instructions graduality. 

(Refer Slide Time: 24:16) 

 



You can call the analysis instrumentation routine add basic block. So now, it so see what 

these are, so basic block is the sequence of instruction, which are terminated by control 

flow changing instruction. So, whenever you have a suppose this is the pins code 

sequence. And so this was the control flow instructions. So, this is one basic block and 

starts this is second basic block. 

And then, there is trace ((Refer Time: 24:49)) the sequence of basic block, which are 

terminated at the unconditional control flow changing. So hold the single trace, so the 

trace want to terminated, because the tray system unconditional flow. So pin provides 

you with these other EA calls to register instrumentation routines for doing a basic block 

level instrumentation and trace base instrumentation. So, when ever say trace base 

instrumentation that means, when ever pin is about to generate code for a trace. 

It should call the analysis routine. Now, we were saying when ever pin is about to 

generate code for the instruction it should call the analysis routine. So, we have seen 

instruction base instrumentation we would see the example of these and then the fourth 

type is routine based instrumentation. Routines are function, so this is almost instruction 

it says that when ever pin is about to generate code for instruct for a function, it should 

call the analysis routine act. 

Student: Apart from the instruction ((Refer Time: 26:12)) the reciprocal trace given 

((Refer Time: 26:17)). 

We will see ((Refer Time: 26:18)). 



(Refer Slide Time: 26:24) 

 

So, this was the instructing count, so we were injecting this counter plus, plus that we for 

this instruction. So, this is not that mechanism of counting instructions. Because, we 

have to there lot of addition that this code would have know to that. So, this is the 

straight forward mechanism, but it is not that efficient. Can you kind of another type of 

what how can you optimize for that. 

Student: ((Refer Time: 26:56)) 

To count the number of instructions, but can we do some out, I mean reduce this number 

of analysis cause that we are inserting. So, this is the same courts it consists of two basic 

blocks. And basic block as a single entry point and a single exit point. It does not, so 

what we can do is that, just before the start up the reciprocal we can count the number of 

instruction in the basic block. And we can just including the counter by there. 

So, this would be this, so instead of doing three additions we are doing single addition, 

similarly for the second basic block. 

Student: So, we also of course the points are basic block statistic ties, count the number 

of instruction in the basic block is true ((Refer Time: 28:00)). 



Because, so you would see... 

Student: how we get the counter. Now, otherwise infinite counting, that means, how will 

be grow free ((Refer Time: 28:18)) here seeing, the counting number of instruction are 

executed and contain the inputs; that means doing same thing. Only that describes the 

three instructions are estimated and it ((Refer Time: 28:33)). 

That because the basic block at the single entry from single exit. That is why, because of 

that the number of instruction would remain the same. 

Student: ((Refer Time: 28:54)) 

(Refer Slide Time: 28:58) 

 

So, we have to figure out, what are the basic blocks and we have to count the number of 

instructions in the basic block and the instructions. So, bit sees the code for this. 



(Refer Slide Time: 29:09) 

 

So, this is the awareness routines has change it has a input argument see, which it 

increment the I count by that see. And this is our instrumentation routine we will come to 

this. Let us, focus on this like a call back function, so instead of doing INS add 

instrument function we are doing trace add instrumentation function. So here, we are 

doing registering a call back for trace instrumentations. So, whenever pin is about to 

generate code for a trace, it will call this a trace instrumentation function. 

Now, it is look at the instrumentation function here, what we are do, so a trace for just a 

sequence of basic block. So, it can be thought of for the list of basic blocks. So here, in 

the instrumentation function we are actually, I grating over the basic blocks in the trace. 

So, we get the head, so trace is the bits of basic block. So, we get the head pointer and 

we are changing whether the basic blocks is this is 1 0 level and then this is the end. 

And, each I ((Refer Time: 30:22)) of this formed we are saying, we asking to inject a call 

at the starts of the just, before you generate the code for the basic block. So, case you got 

doing INS insert call that was saying just before it generates code for the instruction it 

should inject call to the analysis. You have to gave same that just before it generates 

code for the reciprocal we should insert a call to the analysis ((Refer Time: 30:46)). 



So, we are I granting over the basic block. And we have this we inject a call, so for each 

basic block we inject call to this ((Refer Time: 31:00)) function. The input arguments 

here are see, we pass 32 IARG 32 and this is the value that we writing past. We can find 

out the, so this the BBL function, which guess us the number of instructions in the, 

Student: Can dissolves execute the instrumentation address can write ((Refer Time: 

31:19)) 

We have this information act instrumentation will how many instructions are there in the 

((Refer Time: 31:40)). And we inject call to this ((Refer Time: 31:44)) function with the 

number of instruction in a basic block at the start of the basic block. So, here the 

instrumentation function is taking as input the trace for which pin is about to generate 

code. And the second argument is the second argument path going we do not used, so 

just pass 0. 

So, do you look at this, here I said the reason do instrumentation at different Grammatik. 

We can do instrumentation at basic block. So, you actually are doing instruction, in the 

example actually calling the instrumentation function at the Grammatik of trace. And we 

were injecting analysis routine at the Grammatik of basic blocks. There is no specific 

instrumentation routine to register call backs of basic block. So, the only two 

instrumentation resist the two one add instrument function. 

One INS adds instrumentation and there is a trace, add you can only register a 

instrumentation call back for other instruction or for the trace level. And then, the trace 

level we can I trace over the basic block. So, there was one more the routine, now we see 

example for how do this routine based instrumentation. 



(Refer Slide Time: 33:19) 

  

So, this is a procedure instruction count this is also taken from the pin manual. So, this is 

the tool proc count sources. And this is the instruction that we are doing instrumenting 

we are doing a grip on we are trying to find this thing verifying, this is the output. So, 

this actually periods of file proc count and this is the output of proc count. When you 

seeing this thing, so it gives us the name of the function, which an prints the ((Refer 

Time: 33:53)) library which is providing this functions. And prints the address of the 

starting of the function and pin the how many call to were weight to this function and 

how many instructions are there in the function. 



(Refer Slide Time: 34:10) 

 

So, this is the part of the pin tool, so we define some structure, which so r t n means 

routine which is same for the function. This structure that the name and this is the name 

of the image the library which is the address this is all the information that was printed 

over. This is the pointed to the routine this r t n, how many time it is called in the number 

of instructions. It is so this will we use to make a link list of the routine. 

And then, we pass of pointer to it and it just increment this is our analysis routine. We 

pass pointer to it, to an integer and is just increments it pi 1. And this is just to get some 

path. 



(Refer Slide Time: 34:57) 

 

This is the instrumentation function and we are doing r t n add instrument. So, whenever 

pin is about to generate code for a function, it will call this instrumentation routine. So in 

the instrumentation routine, we get the routine for which it is about to generate code. We 

create a new object of the 

Student: r t n count was the structure. 

So, r t n count is this structure, create a new object for this routine we initialize it is name 

is a pin EA functions to get the name of the routine. So, I am pin is after words this is 

something to get the name of the icon. This is to get the name of the library, we initialize 

the libraries name we get the address of the routine. We said I routine I instruction count 

0, we do routine, how many time the routine is called to also 0. And we are preparing a 

link list of the routines, which are called. So, this is... 

Student: ((Refer Time: 36:14)) 

R t n is the head of the list. So, we are saying routine dash to next is the head current 

head of the routine and we said the new head has the new a routine. So, whenever we 

about to instrument the routine, we should have I will talk about this operator. From it is 



look at this is the main instrumentation, but this was the manichery here. We are doing r t 

n insert call, this is similar to INS or trace insert call and we are passing routine the 

position I point before to the routine the analysis function is do count. 

And we are passing the IARG. So, this is the input type for IARG pointer that we are 

trying to pass. And, we are passing a pointed to r t n count, so we adding a call to do 

count function, just before this routine. And we are passing the do count the r t n count, r 

t n count is actually trying to maintain, how many times that routine is being called. So, 

whenever the routine is about to called, this do count would also be called. 

And it will increment this r t n count by 1. So, it will count the number of time this 

function is being called. So, the second thing... 

Student: ((Refer Time: 37:49)) 

So now, we are I am trating over the routine, the instructions in the routine. So, we get 

the head instruction at the starting of the routine and we if the instruction is valid we 

keep on. So we I trating over the instruction, so a routine is just a can we thought over 

the link list of instruction. So, we are I trating was that link list and then we are doing 

instruction instrumentation. 

And we are just instrumenting a call to do count before this instruction. And we are 

passing this I count variable of the structure as the input argument. So, whenever 

instruction that routine would be executed, it will counting it will increment, this i count 

by 1. So, this I count would actually count the total number of instructions, which are 

executed by the routine and all the invitations are all taken. We could have optimized 

this by doing similarly, breaking down it in a basic blocks and it. 

So, one more thing is before doing the instrumentation we have to do this, we have to 

open this routine r t n open in the reports this is... 

Student: ((Refer Time: 39:15) provided in the pin. 



Always information is provided by pin, r t n can is there to get you can actually maintain 

at like this maintains the routines are structure just instructions. 

Student: ((Refer Time: 39:36)) 

But, I did not see ((Refer Time: 39:45)) there must be for the main function in the 

program. 

(Refer Slide Time: 39:56) 

 

So, how to these the pin tools are sequence bigger than, so g d b debugging them is like a 

different. So, we use g d b for debugging, so where ever we yet we have to first combine 

them with ((Refer Time: 40:05)) 

Student: ((Refer Time: 40:06)) 

So, you first do g d b pin in one terminal and you do not run anything here. So it just you 

start this in and then second terminal you actually call your pin routine, but you also 

pause this pause tool command line argument. And, this is the number of seconds that, so 

what this will do is that, after starting the program it will weight for debugging seconds, 

after that it will start the program. 



So, you can pause in it ((Refer Time: 40:57)). In this 10 seconds you have to go back this 

terminal. And you have to execute this. So, it will print this thing, so you have to print 

the p i d of this process. In this terminal you have to do attach to this p i d. So what it will 

do it will attach this to this terminal, and then you can do all break can insert. 

Student: ((Refer Time: 41:126)) 

So here, after you do attach you can a create break point a continue. And when you do 

this it will also print a line which says which the common and which is to, so to add the 

simple information of the pin tool in with g d b. So, after doing attach you should 

execute that common I am not showing that here. And it will attach the simple 

information was and then you can insert as usual break points. So, this is the last one. 

(Refer Slide Time: 42:13) 

 

And, this is the link to the pin manual you can also find it on the home page of pin. You 

should go through it. There are not more examples in it, you should detail. Then, there is 

a pin news group, if you have any questions you can ask them, you can post on this. And 

you can win if the question you can ask me this is my mail id and this is my ((Refer 

Time: 42:35)). 



Student: Thanks, enough. 


